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ABSTRACT

This report examines the working characteristics
of a data encryption algorithm to be used in the
construction of an Electronic Funds Transfer (EFT)
svstem. The algorithm itself is embedded as an integral
component in a public-key cryptosystem which serves the
purpose of providing privacy of communication and
verification of sender identity within the framework
of the EFT system.

Necessary and desirable characteristics of a data
encryption algorithm are considered, with a concurrent
analysis of the algorithm at hand. An actual computer
implementation of the algorithm is presented and the
results of encryption timing tests are discussed. A
characterization of encryption times as a function of
key parameters is accomplished through the application
of multiple regression analysis to the results of the

timing tests.




PART I.

EFT SYSTEMS AND PUBLIC-KEY CRYPTOSYSTEWMS




OPERATION

If an EFT system is to be usable and effective, it
must preserve two important propefties of current
"paper" systems: (a) Transmitted messages are private
and (b) messages can be "signed” in the sense that the
identity of the sender can be verified by the recipient.
The concept of a "Public-Key Cryptosystem" (PKC)

[Diffie and Hellman, 1976) provides a solution to the
problem.

In a PKC, each user places in a public file an
encryption procedure E. The user does not make public
the details of his corresponding decryption procedure D.
For use in a PKC, these procedures must have the following
properties [Rivest, 1978]):

(a) Deciphering an enciphered form of message M

yvields M itseif. Expressed functionally,

(1) D(E(M)) = M
(b) E and D are both easy to apply.

(¢c) Publicly revealing E does not provide a practical

way of computing D.

(d) E and D are inverse procedures of one another,

i.e., in addition to (1) above;

(2) E(D(M)) =

In actual practice, D and E are not actual

procedural specifications, but rather numerical keys
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to be used in conjunction with a publicly known algorithm,
The same algorithm will encrypt a clear message using
E as the key, or decrypt an enciphered message using
D as the key.

For example, if user A wishes to transmit a
message to user B, he simply encrypts the message
using B's public encryption key Eg and transmits this
enciphered message to B. B can then decrypt the
message by using his secret decryption key Dg. As
mentioned in (c¢), knowledge of Eg does not give any
feasible method of deducing Dp which is known only

to user B.




PRIVACY

Property (c) of PKC's assures that only the intended
recipient of a message will be able to decrypt it.
Since encryption and decryption are performed at the
ends of the transmission line rather than centrally, no
message ever appears "in the clear" over the lines.
Therefore, an interloper who manages to tap a trans-
mission line will intercept only meaningless ciphertext.
Considering the sensitive nature of the information
communicated over an EFT system, such privacy is of
the utmost importance.

In addition, the nature of the PKC scheme allev-
iates the need for secretive key distribution methods.
A user simply generates his encryption and decryption
keys locally, and posts the encryption key to a
public file, accessible to all other users in the
system. Such a scheme would be readily amenable to
having the encryption/decryption algorithm embodied
in special purpose high-speed chips at each user

installation.




SIGNATURES

Given that only the intended recipient of an
encrypted message can decrypt it, how can the identity
of the sender be verified, and more importantly, how
can it be proven that the recipient did not forge the
message himself? In existing "paper” systems,
the recipient of a signed message has proof that
the message was written by the sender. This property
is stronger than mere authentication where the recipient

can merely verify that the message was transmitted by

the sender.

An electronic signature must be message-dependent
as well as signer-dependent. Otherwise, the recipient
could modify the message and claim the signature as
proof of origin, or simply append the signature
electronically (chéracter concatenation) to any desired
message.

Property (d) of PKC's given in the previous section
allows for the implementation of message-dependent
signatures. It is this property which allows a users
secret decryption procedure to be applied to an
unenc iphered message. It is the application of the
secret procedure which "signs" the message.

For example, suppose user B wishes to send user A
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a "signed" message. He first computes his "signature"
S for the message M using his secret decryption procedure,
Dg &8s follows:
(3) S = Dg(M)
This is permissible according to property (d) of
PKCs as previously mentioned. He then encrypts S
using A's publicly known enciphering procedure Epo
and sends the resulting message EA(S) to user A,

A first decrypts the ciphertext by applying
his secret decryption procedure Dpe This yields the
ciphertext signature S. Formally:
(4) Da(EA(S)) =S
Given that A assumes that B has transmitted the message,
A applies B's publicly known encryption procedure Egy
to the signature S in order to extract the original
message. Formally:
(5) Eg(S) = Eg(Dg(M)) = M
A now possesses a message-signature pair (M,S)
with properties similar to those of a signed paper
document. B cannot deny having sent the message,
since no other user could have created S = DB(M).
From equation (5), A has proof that B signed the document,

Therefore, A has received a message "signed" by B
which can be proven to have been sent by B, and not
been forged or tampered with by A. Clearly, these
properties of the PKC satisfy the privacy and signature

requirements of an EFT system.




PART IT.

THE DATA ENCRYPTION ALGORITHM




OPERATION

In the previous section, encryption and decryption
procedures were discussed in general functional terms.
In reality, some real set of procedures having the
aforementioned four properties required to implement
a PKC (this report, p. 1) must be developed, The
method to be discussed here is due to Rivest ‘1978]
and is currently the only such algorithm known to be -
practical in terms of implementation.

As mentioned previously, in practice, E and D
are numbers to be used in conjunction with some
publicly known and specified procedure or algorithm,
rather than being algorithms themselves. 1In this
method, E, the public encryption key is a pair of
positive integers (e,n) and D, the secret decryption
key is a second pair of positive integers (d,n).
(N.B., n is the same in both keys),

A message M is encrypted as follows., M is repre-
sented as an integer in the range 0 to n-1. (Any
numerical correspondence code can be used). A
long message may be broken into a series of blocks, and
the blocks encrypted individually. €, the encrypted
form of M is generated by raising M to the e-th

power, modulo n. Formally:




(6) ¢ = E(M) = M® (mod n)

To decrypt the ciphertext, it is raised to the d-th
power, modulo n., Formally:

(7) M =D0(c) =c? (mod n)

Each user in the system will have an individual

encryption key set (e,n) and an individual decryption

key set (d,n).




KEY GENERATION

Encryption and decryption key sets are generated
in the following manner. First, n is computed as the
product of two prime numbers, p and q. These primes
are very large "random” primes. Although n is made
public as part of the encryption key E = (e,n),
the factors p and q will remain effectively hidden due
to the tremendous difficulty involved in factoring n.
It is this fact which satisfies property (c) of
PKC's, i.e. making E =(e,n) public does not permit
ready derivation of D =(d,n)

The positive integer d is chosen as a large random
integer which is relatively prime to (p-1)*(q-1).
Formally, d must satisfy:

(8) ged(d,(p-1)*(q-1)) = 1
(here gcd means greatest common divisor)

In practice, any prime number which is greater than max(p,q)
will suffice for d.

The positive integer e is computed from p,q, and d
as the multiplicative inverse of d, modulo (p-1)%*(q-1).
Formally:
(9) e*d =1 (mod (p-1)*(gq-1))
The first section of Appendix I gives a detailed example

of the key generation and encryption-decryption procedures.
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The theoretical mathematical under-pinnings of the
encryption-decryption and key generation procedures are
given in Rivest (1978]. The thrust of the remainder
of this report is an empirical study of the compu-
tational complexity of the method, undertaken in
order to assess its practicability and feasibility for

use in an EFT system.
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SECURITY

As mentioned in the last section, the security
of the system lies in the fact that the decryption key
D = (d,n) can only be computed if p and q are known,
where n = p*q. Given that n is known publicly as
part of E = (e,n), how difficult would it be to factor

n in order to find p and q ?

Table 1.
Digits Number of operations Time
50 1.4x1010 3.9 hours
12
75 9.0x10 104 days
1
100 2.3x10 5 74 years
23 9
200 1.2x10 3.8x107 years
2
300 1.5x10°7 4.9x1019 years
2
500 1.3x1039 L4,2x10 5 years
Rivest([1978)

Table 1 above gives estimates on the amount of
time required to factor n on a high-speed computer
using the fastest factoring algorithm known. It
assumes an operating speed of one operation per micro-
second, where CPU time required is solely a function
of the number of digits in n.

As indicated, an 80-digit n provides moderate
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security against current technology, and a 200-digit
n would provide security against future technological
developments as well. The barriers to factoring a
sizable n appear to be insurmountable.

Factoring of large numbers is a well-known problem
which dates back to the mathematicians Fermat (1601-1665),
and Legendre (1752-1833) [ore, 1967, pp. 27-37)}. Although
no proof exists indicating that the problem is NP-complete
(not solvable in an amount of time which is bounded
above by a polynomial function, and hence possibly
exponential), no one has yet discovered an algorithm
which can factor a 200-digit number in a reasonable
or useful amount of time. It is upon this partially
"certified" demonstration of difficulty that the encryption

method stakes its claim to security.
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IMPLEMENTATION

The Rivest procedure was implemented as a set
of APL functions (Appendix IV) on the KETA-4
computer system, resident at the Center for Research
in Management Science, at‘the University of California,
Berkeley. The necessity of having unlimited precision
in order to work accurately with large numbers was
overcome by adapting a number of multi-precision
arithmetic routines from Knuth [1969, pp. 162-339].

The generation of large prime numbers was accomplished
through a modification of a testing procedure due to
Fermat tKnuth, 1969, p. 3&7].

Functions were developed to convert text into
numeric form (00 = Dblank, 01 = A, 02 = B, etc.) and
vice versa. In order to avoid having to "reblock"
"signed" messages prior to encryption for transmission,
a procedure involving two sets of keys per user was
developed. One set of keys is used for normal trans-
mission encryption, while the other set is used to sign
and verify messages.

The value of n used for signatures (denoted ng) is
always chosen to be smaller than the value of n chosen
for transmission (denoted nt), so that a "signed"”

message S will always be in the range 0 £ S £ ng, and
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can be encrypted directly for transmission. (The
preceding inequality holds because ng % nt by definition,
and S £ ng by property of the encryption function
which maps M into S, where S is in the range 0 & S £ ng )
A detailed example of this procedure is given in the

second section of Appendix I.
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TIMING TESTS

In order to properly assess the usefulness of
the Rivest algorithm, a study was made of the time
needed for encryption (decryption), which is hathematically
equivalent to raising a large number to a high power,
where the result is taken modulo some other large
number. Recalling from an earlier section:
(6) ¢ = E(M) = M® (mod n) , for some M, e, and n.
Assuming a fixed message length of four characters
(chosen because it is equivalent to a logical full-word),
which translates into eight decimal digits under the
previously described character to number transformation,
an effort was made to measure the effects of the number
of digits in the exponent (hereafter referred to as E),
and the number of digits in the modulus (hereafter
referred to as N) on the CPU time needed for encryption.
Appendix II gives the results of the timing runs.
Values in CPU minutes were generated for all combinations
of E ranging in steps of ten from ten to seventy, and
N ranging in steps of ten from ten to seventy.
An initial contour plot of the timing values plotted
against E and N indicated a non-linear relationship of
some kind. An effort was made to isolate the effects

of the individual parameters E and N on encryption time.
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Plots of encryption time against E with N held
constant indicated a linear relationship. Plots
of encryption time against N with E held constant indicated
a seemingly quadratic relationship. These plots are
collected in the second section of Appendix II.

Regressions run on the individual variables
confirmed these hypotheses. However, a regression
run on both parameters jointly served to explain only
84% of the variation in the sample. (This regression
was actually run on E and the transformed variable NZ).
Given sufficient degrees of freedom, a cross-product
parameter, (E x N2), was introduced into the regression
equation. Inclusion of this term helped to explain
99.98% of the variation, with t-values for all coefficients
indicating significance at the 0.001 confidence level.
The regression equation obtained was:
(10) T = 0.03443(E)-0.00021(N%)+0.0002(EN?)-0.03696

where T is time expressed in CFU minutes.
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CONCLUSIONS

The timing tests indicated that encryption time was
significantly slower than had been initially hoped for.
(Eegsy T = 69 CPU minutes, for N = E = 70). However,
given that the current implementation is in APL, a
relatively slow language, and that function calls are
nested six-deep during the encryption process, a study
of encryption routines written in either assembly language
or implemented as hardware chips is definitely warranted.

The algorithm itself has all the properties
necessary to make it the cornerstone of a PKC. The
elegant and useful concept of an electronic signature,
as well as the practical privacy aspects of seemingly
unbreakable security make the algorithm and its

associated PKC highly desirable for use in an EFT system.
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n STEPL1. FIND TWO LAKGE KANDCM NUMBERS, P AND ¢

P+<PRIMEGEN 10

NC. TESTED = 3
ELAPSED TIME = 0.85 MINUTES

{+PRIMEGEN 10

NC. TESTED = 4

ELAPSED TIME = 1.13333 MINUTES
DISPLAY P

2173840121

DISPLAY ¢
9265776551

n STEP 2., FIND A KANDCM PKIME NUMBEK D > MAX(P,q)

D«PKIMEGEN 11

NC, TESTED = 14
EFLAPSED TIME = 5.08333 MINUTES

DISPLAY D
11080122817

A STEP 3. COMPUTE N=Pxg, AND PHI{N)=(P=1)*x(@gnl)

N«P MULT @
PHI«(P MINUS ,1) MULT (Q MINUS ,1)

DISPLAY N
20142316818784802671

DISPLAY PHI
20142316807345186000

n STEP 4., CCMPUTE E, WHERE ExD=31 (MCD (Pmi)*x(@wi))

E«PHI MULTINV D

DISPLAY E
1348514798658177153

n STEP 5., TEST E AND D

(£ MULT D) MCD PdI
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A STEFP 6. CONVERT HMESSAGE INTO AN INTEGEE (0sM<y-1)
A EACH CHAKACTER IS CONVEARTED INTO A TWO-DIGIT WUMBER

Ni_2«N[1 23]
DISPLAY N1_2

A LETTING THE FIKST MESSAGE CHAKACTER COLUE bE < 20
AR (BLANK = 00 WILL DO), MESSAGE MAY BE TEN CHAKACTERS

MESSAGE<«' IT WORKS.'

MESSAGE<«TNCONVERT MESSAGE

DISPLAY MESSAGE
00092000231518111937

A STEP T, ENCKIPT THE MESSAGE
A (COMPUTE M TO THE E-TH POWER, MOLULO &)

ENCREYPTEDMESSAGE«ENCREYPTLMESSAGE E 3NV |

DISPLAY ENCKYPTEUMESSAGE
16416839271599238466

AR STEP 8. DECKYPT THE ENCRYPTED MESSAGE
A (COMPUTE EM TO THE D-TH PUWNEK, MODULO W)

DECRYPTEDMESSAGE«ENCKYPTIENCKYPTEDMESSAGE D350 |

UVISPLAY DECRYPTEUMESSAGE
92000231518111937

a STEP 9. CONVERT THE NUMERIC DECRYPTEL MESSAGE TO TEKLT

DECRYPTEDMESSAGE<«NTCONVERT LECKYPTEDMESSAGE

DECRYPTEDMESSAGE
IT WORKS.

A NOTE THAT LEADING BLANKS (CODE=00) WERE LOST IN THE
A UVECKYPTION. THIS COULD bE AVOIDED bY ELIMINATING 00
A AS A LEGITIMATE CODE




D

UEMONSTRATION OF THRANSMISSIUN AND VERIFICATION

OF A SIGNEDU MESSAGE BETWEEN PERSONS 4 ANU b <0

-

>

STEP 1. PEFKSON A WISHES TU SEND THE HESSAGE
'6BUY 8' TO PEKRSON B. IT MUST KIKST BE
CONVERTED TO AN INTEGEK

> D

HESSAGE<«'BUY 8!
MESSAGE+TWCONVERT MESSAGE

DISPLAY MESSAGE
0221252C35

A STEP 2. PEKSON A MUST 'SIGN' THE MESSAGE bY
A APPLYING #dIS FPEIVATELY KWOWN SIGNATURE
AR DECEYPTION KEY

DISPLAY SIGNATUKRE _DECKYPT_A
153949

UDISPLAY SIGWNATUKE_N_A
2187533923
MESSAGE«ENCKYPTIMESSAGE s STGHATURE _UECKYPT _A3SIGNATURE _iv_4]

DISPLAY MESSAGE
2066u4336u2

A STEF 3, PEKSON A MUST WOW ENCRYPT THE '"SIGNED!
R MESSAGE USING FEKRSON b'S FUBLICLY KWOWN ENCKYFTION
A KEY

UISPLAY THKANSMIT _ENCHhYPT_b
3068878861410677711

DISPLAY TRANSMIT_N_b
5499459C18128591269
MESSAGE*ENFRYPT[MESSAGE;TAANSMIT‘ENCHYPT_B;TAANSMIT_N,bJ

UVISFLAY MESSAGE
2220157u481676880395



A STEP 4. THE NESSAGE IS THANSHMITTEL TO FERSON &.
A e mUST FIKRST DECKYPT IT USING HIS PRIVATELY 21
A KNOWN DECKRYFTION KEY

VISPLAY ThANSMIT _DECHRYFT_b
63734134319

DECRYPTEDMESSAGE*ENCKYPTbeSSAGE;TnANSMIT_bECHYfT,b;ThANSMIT_W_bJ

DISPLAY DECKYPTEDMESSAGE
2066433642

STEF 5. THE WUESSAGE CURKENTLY IS MEANINGLESS
(NOTE, THAT THERE IS NO TEXAT EGQUIVALENT OF
THE THIKD COUE CHARACTER 43)., IT WUST Bi
FURTHER DECKYPTED (ANU VEKIFIED AS HAVING
BEEN SENT BY PERSUN A) BY APPLYING PERSON 4'S
PUBLICLY KNOWW SIGWATURE ENCKYPTION KEY

®» ®>2P®P®» O®D

DISFLAY SIGWATURE_ENCKRYFT_A4
653791669

UDISPLAY SIGNATURE_N_A
2187533923

VECRYPTEUMESSAGE«ENCRYPTI DECKY PTEUMESSAGE }
MESSAGE*ENCRYPT[DECHYPTEUMESSAGE;SIGNATUHE-ENCHYPT-A;bIGNATUhE_N‘AJ

UVISPLAY MESSAGE
2212502035

A STEP 6. THE MESSAGE IS CONVEKTED BACK TO TEXT

MESSAGE«NTCONVERT MESSAGE

HMESSAGE
bUY 8



APPENDIX IT




22

Encryption Time in

CPU Minutes

N
15.0¢C¢0C 2C0.C0C 3C.CtC¢C ug.ccc 50.000C 60.CCC 70.03C¢C
¢ C.u17 1.0C0C 1.967 3.2C0 4,750 6.583 9.433
0 c.917 2.267 L,250 6.883 10.15C 14.2C¢C 19.C17
cd 1.283 3.317 6.3C0C 1C.383 15.467 21.533 28.967
0 1.75¢C L,u0l 3.517 13.783 2C.783 29.107 39.8083
50.0C¢0 2.183 5.533 1C2.65¢C 17.450 20.250 36.0667 49,233
0¢C 2.6CC 6.8CC 12.852 2C0.833 31.4C0 43,95C 59.107
3 3.133 8.033 15.15¢C 2L.783 36.933 52.117 6:.617

=
1

No. digits in modulus

=
]

No. digits in exponent



CONTOURLEXPTIMES;033.5520]

N
Pl TTETRL AL L L L LA L P
* BBBE cCCcccccobpo
* BBE cccC DDDDEEE
* BBB CCC DUDDDEEEEFF
. BEB CCC DDD EEEFFFGG
. )21 CCC DDD EEEFFFGGGH
. BB cc DD EEEFFFGGHHHT
* BB CC DUD EE FFGGGHHIIJ
* bbb CC DU EEFFFGGHHIIJJIK
* b C DD FEFF GGHHIIJKKL
. BB CC D FEFFGGGHIIJJKKLM
b CC DD EEFFGG HIIJJKLLNN

. Bb C DD FE F G HIIJJKLLMNO
* B CC D EE FFGGHHIJJKLLMHNOP
* B C DD F FFGGHHIJJKLLMNOPP
* b C D EEFF GHHIIJKLLMNOPQY
. BB CC DD F F GGHIIJKLLMNOPYHK
. B C D EEFFGGHIIJKKLMNOPHQRKS
?O B CC VDD E F GHHIJJKLMNOOFGKST

khkkkk ,, hkkkkk , Khkkkkk L,

CONTOUKLEXPTIMES ;0373101
N

khkkkk, ,,,  hkkkk,,,,  Khkkkk,
10
* BBEBBEB
* BBBEB cece
* BbEB ceee
. _bBB ccc b
. BEB cee DDD
. BE cee poDb K
* BB ce DDD FKEE
* BE cc DD EEE F
* b cc DU EE FFF
. BB cC DDL KEE FF G
. BB cC DD EE FF GG
. B cC D FE FF GGH
* bB ce DD E FF GGHA
* b C DD FEE FF GGHH
* B cc D FEE FF GGHHII
. BB c UD EE FF GGHHIT
. b CC DD EE FF GGHHAII J
. BB c D E F GGHH I JJ
70 * %k k k% * %k %k % % * Kk k ki
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EXPTTHMES
10 20 30 Lo 50 60 70
c.u17 1.C020 1.967 3.2C0 4,75¢C 6.583 9.433
0.917 2.2067 4,250 6.883 10.150 14,200 19,017
1.283 3.317 6.3C0 10.383 15.4067 21.533 28.907
1.75¢C 4.40C 8.517 13.783 20.783 29.167 39.083
2.183 5.533 10.65¢0 17 .u45¢C 26.250C 36.6067 49,233
2.600C 6.80C 12.850 20.833 31.400 43,950 59.107
3.133 8.C033 15.150 24,783 36.933 52.117 69.617
Encryption Time in
CPU Minutes
E<«ly«<1C 23 30 u4C 5C 60 7C
ETO«EXPTIMESL 7 ]
NTQ«EXPTIMESL 37 )
N2<Nxy
N3« xXNxy
KEGMAT«QS5 TpE ,N2,N3,£7C,N70
REGMAT
E N2 N> E=70
10.C00 1C0.C0C 1C0C.C00 3.133
20.CC0 480.000 8000.0GC2 8.033
30.00¢C 9C¢0.,.00C0C 2700C.000C 15.150
40.00¢Q 1600.C020 640CC.CC0 24,783
50.000 2500.C00 125C00.0020 36.933
6C.CC0 3600.C0C 2160C0.0C0 52.117
70.000 4902.C00 3430C00.C0C°C 69.617
Encryption Time Regressions on

Individual Parameters E and N

(One parameter fixed in each case)

10
20
30
Lo
50
60
70

38

CPU
Mgns.

N=70

9.u433
19.017
28.967
39.083
49,233
59.167
69.617



HMLTHEGLREGHAT J

LIST DATA? 39
wo
PRINT BASIC STATISTICS?
YES
Koo g aamwmem b aumammpmponnypodoogawmoeop oy oo ook
! MEAN |  VAKIANCE | STu.LEV. |
L R R R R R R R E I E R R R R A E R E R E R R R R R E R R
| VAR 1 | 40.00000 | 466.66720 | 21.60250 |
| VAK 2 | 2000.0000C }3126670.000 | 1768.24000 |
| VAK 3 ]112000.0000 |16168700000 |127156.0000 |
| VAR 4 | 29.9667C2 | 593.13C00 | 24.35430 |
| VAR 5 | 39.21670 | 470.uu4u420 | 21.6897C |
AKmwowroowwosamoartovonaaamraraagtasosrsasaonayrsrtoraawaryrsrsarrarrk

SIMPLE COKRKRELATIONS?

YES

R R R A R R E E S E R R E R R R R R LR R R R R LR R D]

I VAR 1 | VAR 2 | VAK 3 | var 4 | Var 5
P R R R L R R R R R R L R R L E R E R RN
I varR 1 | 1.00000 | 0.97736 | 0.93439 | 0.98015 | C.99995 |
| vak 2 | 0.97736 | 1.00000 | 0.98795 | 0.99989 | 0.97918 |
| VAR 3 | 0.93u439 | £.98795 | 1.0c0000 | 0.98602 | 0.93739 |
| VAR 4 | 0.98015 | 0.99989 | .98602 | 1.00000 | 2.98183 |
| vag 5 | 0.99995 | 0.97918 | 0.93739 | .98183 | 1.c000¢C |
R R R R R R R R R R E R R R R R L R R E R R R R L E R R EEE R RS L EE R EE R R EE R E R X EE XA R

CONTINUE?

YES

PARTIAL COKRELATIONS?
NO

ENTER NAME FOR KEGKRESSION TITLE:

ENCEYPTION TIME AS FUNCTION OF DIGITS IN EXFUNENT
ENTER LIST OF INUDEPENDENT VAKIABLFES:

1

ENTER DEPENDENT VARIABLE :

5

STEFNISE KEGHRESSION?

N0



Lo

ENCRYPTION TIME AS FUNCTION OF DIGITS IN EXPONENT
T = F(E,N) , N=70

INDEPENDENT VARIABLES: 1
UVEPENDENT VAKIABLE: 5

R EEREEESEEEEEE EERERE R EREETEE R EE L EE R R EEEREERE LR EERE X R X XN

| COEFF | STD.ERROK |T-STATISTIC | VARIANCE
Komowowmwoaoowewsaetowoosaswossrssstorsoarsssgrsesrstosavwosoaarsastaacgsamms o w:
| VAKIABLE 1 | 1.00399 | 0.C0452 | 222.27000 | 99.9900C0

Kowoagrowswasstsavwsosossensastaosaaarrsnsrsorrsatosarsrsrasrsarrsrtaraarsamr s o

AR R R R R L E R R R R R R R R RS E R E R R R E R R {
|DEG OF FEEE | SUM OF S4S |MEAN SqUAkKE |

R X E R R R R R R R R R R R R R R R R E R R R R L E R R R R Z R R R R R L E R R R EE RN RN 4

| KEGRESSION | 1.00000 | 2822.38000 | 2822.38000 |
| ERROK l 5.00000 | 0.28564 | 0.05713 |

Anpowowownnasasentosasswawomewntrnsooaaamagswstosarsmeamy e vk

S.k. OF ESTIWATE: 0.239C2
F-VALUE : 49uc3,7
MULTIFPLE R-SQUARED: 99.99
INTEKCEPT : ~0.94285

T = 1.,00399(E)-0.94285
WOKK ON kESIDUALS?

YES
FPRINT KRESIDUALS?
YES

Akoowwoworrowawsontosavwoasswsssstarsmasrsasasaramsk

| ObSEKVED | ESTIMATED | KESIUUAL |
IR R R R R R R L E R R R E R R R E R R R R R L EEE EEE TR EES 1
| OBSERV 1 | 9.43330 | 9.097¢0 | 0.33630 |
| OBSERV 2 19.01672 | 19.13690 | »0.12C020 |
|  0BSERV 3 | 28.96670 | 29.17682 | ~0.21C10 |
|  OBSERV 4 | 39.0833Q0 | 39.2167Q0 ~C.13330C |
| 0BSEEV S | 89.23330 |  49.25660 |  «C.02320 |
l OBSERV 6 | 59.1667C | 59.29640 | ~0.1298¢C |
|  oBSERV T | 69.6167C | 69.33630 | 0.28C04C |
R R R R E E R R R R E R E R R E R R R R R A R R R R EE R R E E R R

RUN TEST ON RESIDUALS?Y

YES
SUt OF KESIDUALS: ~3.8147ka5
SUM OF SQUAKES OF RESIDUALS: 0.28547

UUKBAN-WATSON STATISTIC: 1.451



L1

ENCRYPTION TIME AS FUNCTION OF LIGITS Iw mOULULUS (QUAURATIC)

T = F(E,N?) , E=70 ,
INDEPENDENT VAKIABLES: 2
DEPENDENT VARIABLE: 4
L E R R R R R E R R R A R R R R E L E RS E R R EEEE R EEEE LR R EEE EE R E N
] COEFF | STD.ERKOK |T-STATISTIC | VAKIANCE |
Kowmogowomoargrsorootoosasaaavsasnsotoaranawmooneaatampuwagosmpmaosatas mmypoomogesok
| VAKIABLE 2 | 0.01377 | C.00009 | 151.71088 | 99.980C¢C |

Ao mommrmsswwrtarrmrssrsroonawtarsasawameyssasratorssassonosasstoaaasoamaw sk

I A E R R R R E E R R EE R R E L E EE R L R R RS
| DEG OF FKEE | SUM OF SQS |MEAN SQUAKRE |

R L R R R E R R E L E R TR L R ERE EEE TR R R R TR R RN

| KEGRESSION | 1.00000 | 3558.0120C0 | 3558.01000 |
| ERROR | 5.00000 | 0.77295 | C.15459 |

Kyorowoomwemsaagwatoogoanayamgeagtomyagewsasaaatossaamamay gk

S.k. OF ESTIMATE: 0.39318
F-VALUE : 23015.8
MULTIPLE K~-SQUARED: 99.98§

IWTERCEPT @ 2.4233

WOKK ON RESIDUALS? T = 0.01377(N%)+2.4233

YES
PRINT RESIDUALS?
TES
Koogoowsommamwamtasarsaworamrstogamaygsamweyak
|  UbSERVELD | ESTIMATED | hKESIDUAL |
Aromonnoagowastaosassorsarerrtrrarsrarrsrsrsrtooogaaaaawraak
|  OBSERV 1 | 3.1333C | 3.8005C | sC.6671C |
|  OBSERV 2 | 8.03330 | 7.93200 | c.10140C |
|  0bSERV 3 | 15.1500C | 14.81788 | 0.33220 |
|  OBSEEV 4 | 2u,78330 | 24,45800 | 0.32530 |
|  OBSERV 5 | 36.93330 | 36.85250 | 0.0808¢C |
| OBSERV 6 | 52.11672 | 52.001u40 | 0.11530 |
' OBSERV 7 | 69.6167C | 69.9045¢8 | «0.28790 |
R R R R L R R E R R R L L R AR R R A E R R R R L E R E R RN R R

KRUN TEST ON KESIDUALS?

YES
SUM OF KESIDUALS: 1.001364a5

SUiM OF SWQUARES OF KESIDUALS: C.77u24 €
VUKBAN-WATSON STATISTIC: 1.12



P11
L2]
L3
Lu]
(5]
L6
L7

VUCONVERTT ULV

Vu<+HCONVERT MATRIX 3B s s TEMP yNT P

M<13//E«1

ELOOP:
NLOOP:

N+1//ETEMP+10xf
NTEMP+«10xy

<l JETEMP ,ANTEMPXNTEMP ) JMATRIX[E 3N |
>(T2y«N+1)pWLCGOP
S(T2f«F+1)pELOOF
k<49 3pkH

L2

EXPTIMES
N 10 20 30 40 50 60 20
10 c.u17 1.0C¢C 1.967 3.2C0 4,750 6.583 9.433
20 0.917 2.267 b,25¢C 6.883 10.15¢C 14,2C0 19.017
30 1.283 3.317 6.300 10.383 15.467 21.533 28.967
Lo 1.758 4,400 8.517 13.783 22.783 29.167 39.083
50 2.183 5.533 10.65°0 17.453 26.25¢C 36.667 49,233
60 2.600 6.800 12.850 20.833 314.400 43,950 59.167
70 3.133 8.C0133 15.15¢C 24,783 36.933 52.117 ©9.617

Encryption Time in

CPU Minutes

Encryption Time Regressions on

Joint Parameters E and N2




KEGUAT«MCONVERT EXPTINES

KEGMAT

=

o o * o

* o

QO OOOOOOO

N R R R e
.

OO DO DODOODOQOODODOMOODOO
.

PReoNONe NN NN NG RN No N NN No NN o]

OO OO ODODAOLDOODOODOD
QOO OOV OOOOO

w W
OO
e o
O c

Q

30.00¢C
3C.C00
40.0CC
yc.oce
4C.CCO
yc.cco
40.000
uc.000
40.0
50.C
5C.0

]

0

C

5C.
50C.
50.0
5C.00¢C
5C.00¢C
6C.C000

2
Y
c
0
c
C
Y

OO

N2
130.0C0
400.C0C
900.00¢C

1600.0200
2500.00¢C
36C0.0C00C
49co0.00C
180.0C00
ugc.oe?t
9C0.C0C
1600.0C00

2500.000
3600.000
4900.0C0
10¢.000
400.000
900.000
1600.000
2500.000
3600.000
4900.000
100.000
400,000
900.000
1600.000
2500.000
3600.000
4900.000
10C.000
400.000
900.000
1600.000
2500.000
3600.000
4900.000
100.000
400.000
900.000
160C.000
2500.000
3600.000
4900.000
100.000
400.000
900.000
1600.000
2500.000
3600.000
49C0.000

Time
CPU

Mins,

.
~l O\

Ll
W & O I C OF
= W N OO O
STww oo

N OWO £ Wk = 0O
. .

N
o
D>

1C.15¢C
14,200
19.017
1.283
3.317
6.30C
10.383
15.467
21.533
28.967
1.750
4,400
8.517
13.783
20.783
29.1067
39.083
2.183
5.533
10.65C
17.u45¢0
26.25¢C
36.667
49.233
2.600
6.8C02
12.85¢C
20.833
31.u400
43,950
59.167
3.133
8.C33
15.15¢0
24,783
36.933
52.117
69.617

L3



ALTREGLREGHAT 4

LIST UATA? Ll
NO
FRINT BASIC STATISTICS?
YES
I EE R EE R AL AR A E L EREEREE R R EAEE L E R EEEE R EERE K S
{ MEAN { VAKIANCE | STL.DEV. {
I EEE R E TR R AR R RS AR R R R AR R A AR E AR EE L EEEEEREELEEREELEREEIERES:]
i VAR 1 | 40.0000C | 4C8.33322 | 20.2C73C |
i VAK 2 | 2000.00CCC |2735830.000 | 165u4.04000 |
l VAk 3 | 16.83880 | 28u4.11100 | 16.85562 |

Kymwomomgwaosaasatrsamsnssasarrsastarrsnsarrerresrrsrstrrarsgrrsrsrrrrsark

SIMPLE COKKELATIONS?

YES
IR A LA EE R R A R AR AR R ERLE R R R R R EEE XD
| VAK 1 VAK 2 | VAR 3 |
e R E E R R R R R R R R R R R R R R R R R R R A A R R L E R R EEE EE KR
| VAR 1 | 1.0000C | €.00000 | 0.51856 |
I VAR 2 | 0.0000¢C | 1.00000 | C.760u3 |
! VAkK 3 | 0.51856 | 0.76Cu43 | 1.00000 |

LR R R R R R R R E R A R E E R R R R R R R R LA E R AR R EEEEEE L EE R R LB

CONTINUE?

YES

PAKTIAL CORKELATIONS?
NO

ENTER WAME FOR REGKESSION TITLE:
ENCRYPTION TIME AS FUNCTION OF DIGITS IN EXPONENT ANU HODULUS
ENTER LIST OF INDEPENDENT VARIABLES:

12

ENTER UDEPENUENT VAKIABLE:
3

STEPWISE KEGRESSION?

vo



b5

ENCRYPTION TIME Ai FUNCTION OF pIGITS IN EXPOWNENT AL MOLULUS
T = F(E,N

INUVEFENDENT VAKIABLES: 1 2

UVEPENUENT VAKIABLE: 3
Kaoagoawmarosatarsrsnrarsrrsrsrstoossararsasnstossesareagask
i COEFF |  STD.ERkOK |T=-STATISTIC | VAKIAGCE |
Koowowaomwagyreatoorrarorrrosrtoraorassasrsastsoangaauasnatosassossasgs X
| VAKRIABbLE 1 | C.u3255 | 0.Cu808 | g.oocce | 26.89002 |
| VARIABLE 2 | 0.00775 | 2.00059 | 13.19008 | 57.83002 |

Kososoomoaroorterasosssnsasatoarrsasssessastossnaasaassratrsos e ases ek

' Komogoaaoaosaoatasoarssagsassastaosssaaaaaagn sk
| DEG OF FREE | SUm OF SuS |MEAN SQUAKE |

Koo omowronmogseatrsaasosasassssostaonassanmsn oo tas sa s measoyonk

| REGRESSION | 2.00000 ]11553.12000 | 5776.552C0 |
| KhKOK l 46.0C000 | 2084.25000 | 45.30980 |

Koo osaararosaetrascosnsanavssartonssassasasngatoorasowee s s sk

S.t. OF ESTIMATE :: 6.73126
F-VALUE : 127.49
MULTIPLE k-SQUARED: 8u4.72
INTERCEPT : ~15.9618

WOKkK ON RESIDUALS? |T = O.U3255(E)+0.00775(N2)-15.9618
YES
PRINT KESIDUALS?
YES




kKmmogomrrorsarwtoorsrarmsoaestaasanorssamak

!

UbSERVED

l

ESTIMATED

i

AESTIVUAL

IR R R R R R E L R R R R R R E R R R LR R E LR LR IR

i
!
|
|
|
[
i
l
i
I
!
|
&
i
l
i
I
l
l
l
I
I
!
!
l
l
l
t
l
l
I
f
l
l
!
|
i
l
i
l
!
I
f
|
I
l
|
I

OBSERV
UbSERV
UBSERV
UBSERV
UOBSERV
OBSERV
UBSERV
UOBSERV 8
UBSERV
OBSERV1OC
UbSERV11
OBSERV12
ObSERV13
UbSERV 1Y
UBSERV15
UBSEARV 16
OBSERV17
UBSERV18
OBSERV19
OBSERV2C
OBSERV 21
UBSERV?22
OBSERV 23
OBSERV 24
OBSEERV 25
UBSERV 26
OBSERV27
UBSEKV 28
UBSEKV29
UBSEKRV3C
OBSERV3L
UBSERV 32
OBSERV33
OBSERV 34
UBSEKRV35
OBSERV 36
OBSERV37
ObSERV 38
UBSERV3S
OBSERVUC
OBSEKV UL
OBSERV U2
OBSERVU43
OBSERVUY
OBSERVUS
OBSERVU46
OBSERVUT
OBSERVUS
OBSERV U9

SN FWN R

w

l

o o — o — — — . — — — s — ot o— -~ — —— — —— — — ———. ———— o—— i — ——— —— o o~ — o—— ron . o o oo vi— — — ——

f

0.41670
1.00000
1.96670
3.20000
4.750C0
6.58330
9.43330
0.91670
2.26670
4.25000
6.88330
10.15000
14.2000Q
19.01670
1.28330
3.31670
65.30000
10.38330
15.46670
21.53330
28.96670
1.75000
4.40000
8.51670
13.78330
20.78330
29.1667¢
39.08332
2.18330
5.53330
10.65000
17.45000
26.25000
36.66670
49.23330
2.60000
6.80000
12.85000
20.83332
31.40000
43.95000
59.16670
3.13330
8.03330
15.15002
2u,78330
36.93330
52.11670
69.61670

RUN TEST ON KESIDUALS?

YES

SUM OF
Sty OF

RESIDUALS :
SQUAKES OF kKESIDUALS:

DUKBAN-WATSON STATISTIC:

i
I
f
l
l
{
|
l
|
l
l
!
|
I
!
l
!
f
l
I
f
l
|
l
|
|
l
l
I
!
I
|
l
l
I
|
|
l
I
l
l
|
I
l
!
l
|
f

«10.8614Q

»8.53660
24.662C0

C.76250

7.73690
16.26110
26.33510
~6.5359C
»4,21110
»0.33640

5.0880CC
12.06240
20.58660
30.6607Q
»2.21040

C.11u4470

3.9891¢C

9.u41360C
16.3879Q2
24,91210
34.,98620

2.1152¢C

4.,439390C

8.3146°0
13.73912
20.71340
29.2376Q2
39.31172

6.44070C

8.7654¢0C
12.64010
18.06462
25.0389¢
33.5631Q0
43.63720
10.76620
13.09100
16.96562
22.39010
29.36u44C
37.888602
47.,96270
15.0917¢
17.41650
21.29110
26.71560
33.69CC2
b2,2142Q3
52.2882¢

w7, U3866Ea5
2084,25

1.005

{
I
i
l
l
|
t
|
i
i
i
{
|
§
I
f
(
l
|
|
(
|
C
i
|
!
t
!
i
!
f
i
!
!
l
|
{
!
l
!
|
{
i
|
l
l
|

i

11.27802
9.53660
6.62860
2.43750

-2.98690

~9.67780

16.90180
7.45250C
6.47780
4.5864C
1.7953¢C

-1.91240

»6.38660

11.64400
3.4937C

3.20220-

2.31090
0.96980
-0.92120
~3.37880
~6.01950
n0.36520
~0.03990
0.20210
0.Cu430
0.06990
«0.07090
#0.22830
al.25730
n3.23210
21.99010
#0.61460
1.21110
3.10350
5.59610
-8.16620
~6.29100
al4.11560
n1.55680
2.03560
5.06140
11.20u400
11.9584¢C
~9.38310
"6.14110
~1.93230
3.24340
9.90250
17.3285¢

LA R R E R R R R R E AR R E R EREEEEE LA R R AR R AR R E L AR E R R E XK EX X

i
t
i
I
{
l
l
l
i
|
i
I
!
i
l
i
t
l
l
i
!
l
I
I
i
l
l
l
l
l
i
l
!
t
i
I
l
i
|
l
i
&
I
l
l
{
|
t

L6



(11
[2]
[3]
La ]
L51
L6
L7]

W o
OO Co

L

60
70

VuCOLVERT UV
Vi+«MCONVERT MATRIX;E 3N sETEMP sNTEMP
M+10//E«1
N«1//ETEMP«10xE
NLOOF: NTEMP<«10xy

FLOOP:

M«M ,ETEMP , (NTEMPXNTEMP ) , (ETEMPXNTEMPXNTEMP ) JMATRIX(E 3iv 4

»(7z§«N+1)pNLOOP
>(Tzk«£E+1)pELOQOP
M<49 Ul

b7

EXPTIMES

10 20 30 4o 50 60 70
0.u417 1.000 1.967 3.200 4,750 6.583 9.433
0.917 2.267 4h,.25¢C 6.883 10.15¢0 14.200 19.017
1.283 3.317 6.3C0 10.383 15.467 21.533 28.907
1.750 L,u00 8.517 13.783 20.783 29.167 39.C83
2.183 5.533 10.650 17.450 26.25¢C 36.667 4g9.233
2.60C 6.8C0 12.8590 20.833 31.400 43.950 59.167
3.133 8.033 15.15¢C 24,783 36.933 52.117

Encryption Times in

CPU Minutes

Encryption Time Regressions on

Joint Parameters E, N7,

and EN

2

69.617



REGUAT<«MCONVERT EXPTIMES

KEGMAT

E

10.000
1¢.00¢C
1¢.000C
10.00¢C
10.C0C¢C
10.00¢C
10.00¢C
20.00¢
20.000
22.000
20.C00
20.00¢C
20.000
20.00¢0
30.000
30.000
3¢.00¢0
30.0¢C0
3C.000
30.C0¢C
3C.0C0O
4c.cCo
ug.coo
40.C0C
4c.c0o0
40.000
4e.000
4g.C00
5C.000C
50.C0C
50.0C¢0C
50.000
5C.00C¢C
50.0C¢C
50.00¢0
60.0008
60.00¢C
60.C0C
6C.CCO
6C.0C0
6C.00C
60.CC0
70.00¢C
70.000
7C.000
7C.0C0
7C¢.CC0
70.000

70.000

N2

icc.CCO
40c.00C
9CC.C0OO0
1600.00C
250C.0C0
36CC.00¢C
4900.00C0
100.000
40C.0C0o
9€0.000
1e00.C2¢C
2500.000
36C00.00¢C
4ggc,000
ico.o00¢0
400.000
90C.000
160C.C0C
25C0.0¢00
360C.00¢C
4900.000
1C¢C.C00
4cc.000
900.C0¢0
16C0.000
25C0.00¢0
3600.CCO
4gge.Co0
12Cc.00¢C
4¢0.000
9€0.000
ieCl.C0C
250CC.000
36C0.C0C0
4900.0cC0
1¢C.c0C0
yec.oee
300.00¢C
16C0.000
2500.000
3600.000
4ggc.coe
100.0¢0¢C
u0C.000
900.000
1600.CC0C
2500.CC0
3600.0200
4gec.coe

ENZ

1000.0C¢0C
4000.,000
ggcd.o00
16000.020C0
25000.000
356000.0CC
490CC.00¢C
2000.CC0
8000C.0CC
18000.0C0
320C0.00¢C
50000.C0C0C
72000.C00C
98000.000
3000.00¢0
120C0.0C0
27000.00¢0
4goge.200
75000.080
108000.C00
147000.CC0
40C00.C00
16C00.C00C
36000.0C0
o4C0C.CCO
1000¢CC.00¢C
1440C0,000
196000.00¢C
50CC.0C0
20000.C00
45000.000
8§0000.000
125000.000
180000C.000
245000.00¢C
600C.CC0
24000.,000
54000.C0C0
96C0C.CCO
150000.,00¢0
21600C.0C0
2940CC.C00
7C00.000
2800C.c00
63000.C00
112000.00¢C
17500C.00¢C
252000.000
3u3cce.,oce
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Time
CFU
Mins.

.

Wk = O
. . .

Ll
NN WFE NI ©OF

.

NO = WU OO O
NNwwoOoOo 3o

FNO O o
.
o

15.u467
21.533
28.9067

1.750

4,4C0C

8.517
13.783
23.783
29.167
39.083

2.183

5.533
10.65C
17.45¢C
26.25¢0
36.667
49.233

2.600

6.800
12.850
20.833
31.40¢C
43.95¢C
59.167

3.133

8.033
15.15¢C
24,783
36.933
52.117
69.017



MLTREGLREGMAT | 49
LIST UATA?

W0
PRINT BASIC STATISTICS?
YES
Keropopmmopopopemopopopoptoponoropeyooeyooronmpt onoy oo ongowoywwer ooy X
I ME AN | VArRIAWCE | STD.0EV. |
Kvormmmy gy tonysrsssoowmwataawwawawaw s trsagawogamao X
l VAR 1 |  u40.0000Q0 | 408.33300 |  20.20730 |
| VAR 2 | 2000.000C0 |2735830.000 | 1654.C400C |
I VAE 3 |80000.00000 |7105000C0C. |84291.20000 |
{ VAE 4 | 16.83880 | 284.11100 | 16.85560 |

.
b R R R T T R R R R R A EEE R R R LR R R LR RN

SIMPLE CORKELATIONS?

YES

LR R R R R R E E E Y R R TR R LR R R R RN

| VAK 1 | VAR 2 | VAK 3 | VAhK T
Ky mpgwamatanroanassarsoswatogmwsgemwwwaewastoswsorasrsswoawrtossarospaasreak
| VAR 1 | 1.00000 | 0.0C000 | 0.479u6 | 0.51856 |
| Vvar 2 | c.00000C | 1.00000 | 0.78492 | 0.76043 |
| VAK 3 | 0.u479u46 | 0.78492 | 1.00C00¢C | 0.99883 |
! VAR 4 | 0.51856 | 0.760u43 | 0.99883 | 1.0000C |

R R E R R R A R R R R E R R R R R R R R R R E R R L R R R R R A R R A L E S E R E R R AR R E KK R

CONTINUE?

YES

PAKTIAL CUORRELATIONS?
NO

ENTEK WAME FOK KEGRESSION TITLE:
ENCRYPTION TIME AS FUNCTION OF DIGITS I EXPONENT AND MOLULUS
ENTEK LIST OF INDEPENDENT VARIABLES:

12 3
ENTER DEPENDENT VAKIABLE:
n

STEPNISE REGRESSION?
NU
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ENCKYFTION TIME AS FUNCTIQN OF DIGITS IN EXPOWENT AND nOLULUS
T = F(E,N®,ENT)

INDEPENDENT VARIABLES: 1 2 3

VEPENDENT VARIABLE : 4
L R I e A e L R 1
| COEFF | STD.ERKOK |T-STATISTIC | VAkIANCE |
LA R A XA X A R XA R E R R L A R R X R R E R AL R R EE R E R R R R R R L L ]
| VARIABLE 1 | C.03443 | c.00282 | 12.23000 | 26.890C00 |
| VARIABLE 2 | nC.00021 | c.00cCc05 | ~4.38000 | 57.83C00 |
| VAKIABLE 3 | 0.00020 | 0.00000 | 182.75000 |  15.2600Q |

LR R R kR Rk R R L L Erepap——

Kopowomowawmawmwwtoampmwga g mommpmtoommoy oy oo wnkX
|DEG OF FREE | SUM OF S¢S |MEAN SQUAKRE |

Krowrwowowowowoaatoaswwsogamgngwtavaamsw g parogtoommagmmoengooek

| REGKESSION | 3.00000 |13634.60000 | 4544.85000 |
| EREOK | ss5.c000Q | 2.80469 | 0.06233 |

L R R R e R R L LR Lk epepep—— 3

S.b. OF ESTIWATE :: 0.24965
F-VALUE: 72920.1
MULTIPLE K-SQUARED: 99.98
INTEKCEPT : »0.03696

WORK ON RESIDUALS? |T = 0.03443(E)-o.00021(N2)+o.0002(EN2)-0.03696
YES

PRINT KESIVDUALS?
YES



- - > o o - - R SR R R R R
Kooy - - Rl G R -y + *

I

UBSERVED

I

ESTINATEU

KESTDUAL

AKrowowmwgmwormgwmastarrwanwgsawasnwwtownswosmsrsamsowwtoaasaagswosaweak

I
I
I
I
I
I
I
I
I
I
|
I
|
I
|
I
I
I
I
I
I
I
|
I
I
I
I
!
I
!
!
I
I
I
!
I
I
I
I
I
I
I
I
{
|
I
I
I
|

UOBSERV
OBSERV
UBSERV
UOBSERV
OBSERV
OBSERV
UBSEKRV
OBSERV
OBSERV 9
OBSEKV1C
OBSERV 11
OBSERV12
UBSEKV 13
OBSERV 1Y
UBSEKV 15
UBSERV 16
OBSERV1T
OBSEKV 18
ObSERV1Y
UBSERV?20
OBSERV21
UOBSERV22
OBSERV23
OBSEKRV 24
OBSERV25
OBSERV 26
OBSERV27
UBSERV 28
OBSERV 29
OBSERV30
OBSERV 31
OBSEKV32
OBSERV33

NN FEWN

@

OBSERV 34

OBSERV35
UBSERV36
OBSERV37
UBSERV38
OBSEKV 39
OBSEARVUO
OBSERVU41
OBSERV Y42
UOBSERVU43
OBSERVU4Y
UBSERVUS
OBSERV UG
OBSERVUT
UBSERV Y48
OBSERV U9

— . r—— ————— — — ——- — — —— — —— — T— —— —— — St o . oty o it s, g, o, e, S ot S e W, oo o w— ot ot ~oetae et S s, . S st e s

C.u1670
1.00000
1.96670
3.20000
4.,75000
6.58330
9.43330
0.9167¢
2.26670
4.25000
6.88330
10.15000
14,20002
19.01670
1.28330
3.31670
6.30000
10.3833¢
15.46670
21.533390
28.96670
1.750C0
4.40000
8.51670
13.78330
20.78330
29.1667¢C
39.0833¢
2.18330
5.53330
10.65000
17.45000
26.25000
36.66670
49.23330
2.60000
6.80000
12.85000
20.83330
31.40000
43.95000
59.16670
3.13330
8.03330
15.15000
24,78330
36.93330
52.1167¢2
69.616702

KRUN TEST ON KESIDUALS?

YES

SU M
SUM

OF RESIDUALS:
OF SHQUAKES OF KESIDUALS:

UUKBAN-WATSON STATISTIC:

I
I
|
I
I
I
I
I
I
I
I
I
|
I
|
I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
I
I
I
I
I
I
I
!
!
I
I
f
!
I
!
!
|
I

C.u8510
1.01830
1.907C0
3.15130
4.75100
6.7062C
9.0169°0
1.02840
2.15890
4.04290
6.68050
10.071890
14.2167¢C
19.11510
1.57180
3.29940
6.17870
10.20980
15.3926¢
21.7271Q
29.21340
2.11510
4.43990
8.31460
13.7391¢C
20.71340
29.23760
39.31170
2.65850
5.58050
10.4504¢0
17.26830
26.03420
36.74810
49.41000
3.20190
6.72100
12.58632
20.79760
31.35510
44,.25860
59.50820
3.74520
7.86150
14,7221Q8
24,32690
36.67590
51.76910
69.60650

I
I
I
I
I
I
I
|
I
I
I
|
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
I
I
I
I
|
I
!
!
I
I
|
I
|
I
|
I
|
I
I

~0.06840
~0.0183¢0C
.C5960
C.0u870
«C.C0103
»0.12238¢C
C.4165C
»n0.1118¢C
g.1C078¢C
0.2071¢C
c.20280
0.07820
nC.01670
«0.0985¢C
~0.28850
0.C0173¢C
0.1213¢C
0.17350C
c.0741¢
»C.1938C
»C.2467C
»0.3651¢C
~0.03990
c.2021¢C
0.0u443C
C.C699¢C
n0.0710C
n(.2283C
n0.4752C
~0.0471C
€.1996¢C
0.1817°0
C.2158¢C
~0.0815C
»C.17660
~0.6C19¢C
0.073900
0.2637¢C
£.C3570
0.04450
~C.3086C
~0.34160
~n0.6119C
0.1718¢C
0.u42790
C.45650C
0.2575¢C
C.3u4706C
g.c102¢C

LR R R R R R R R R A R R R R A R R R R R EREE LA EEE SRS LA E R KRR XN

»0.0C00111282

2.8168
1.185

|

|
I
I
I
I
I
I
I
I
I
I
I
|
I
|
!
I
I
|
I
I
I
!
!
I
I
I
I
I
I
I
!
I
I
I
I
I
|
I
I
I
I
I
I
I
I
I
I
*
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VW<l PLUS V3d 3K3lhX 52
L1 A MULTI-PRECISION AUDITION U AND V VECTOKS
[2] A KEF. ALGORKITHM 4, KNUTH VOL. 2, PG. 231
[3] MAX<«(J<«(pU) 1) K<+(pV)[1]
[u] U ((MAK=d)p0) U/ /V«((LAX~-K)pD),V
[51] K«C//W+<10
(6] LOOP: W«(1C|SUM~ULMAXI+VIMAX I+K) oo
L71 K<«LSUmu+10C
[8] >(0<MAX«MAX=1)pLUOF
(9] WeZTKIM K W

VW<l MINUS Viyd K3V KT 3T ;MAX
(1] A MULTI-PRECISION SUBTKACTION. U AND Vv VECTOkS (U=z2V)
[2] A REF. ALGOKITHU S, KNUTH VOL. 2, PG. 232
[3] MAX<(J«(pU)[1])iK«(pV)[1]
[u] U«((MAX=d)pQ) UV« (HAXK=K)pCT) ,V
[5] W1K<«D
[6] LOOF: W«((10xKT«T<C)+T«U[MAX i-VIMAX J+K ) W
[7] K+KT
[8] >(O<uAX+MAX=1)pLOOP
[9] WeilThIld W

Vi<l SMULT Di;CAKKRY 3T 3431

[14 A MULTI-PRECISION DIVISION. U IS VECTOK, U IS5 SINGLE LIGE

(2] h«<(plU)L11//W+r0

[3] I«N//CARRY<C

[u] LOOP: T<«CARRY+UL[I1xU
[5] W«(101T) W/ /CARRY«LT#10
[6] +>(C<I+I-1)pLO0OP

L7] WeCARRY W

(8] W+ZLTRIM W

VW<l WHULT VMmNl sK3T
(1] A MULTI-FEECISION MULTIFPLICATION. U AWL V AkE VECTOKS
(21 A KEF. ALGOKITHN M, KNUTH VOL. 2, PG. 233
[3] Ml: W<(pU)[1]1//d«M+(pV)[1]
[u] W+(M+N)p0
[5] M3: I<N//K<C
[61] Mus T«K+WlI+JJ+ULIixVIJ]

7] WLI+d 11017/ /K+LT+10
[8]  m5: »(0<I«I=1)pib
(91 WLd I+K

L10] Mb6: »(0<Jd+J=~1)pH3
L11] W<«ZThIM W
Y

V<l SDIV D3I slykEM

(11 A MULTI-PREECISION DIVISION. U IS VECTUK, U IS5 SINGLE viGIT

[2J g«l{pU)L11//W+rC

[3] I«1//REM<C

[u] LOOP: REM<«U[IJ+10xKkEM
[5] Wi | REM D

[6] hEM<«D| KE M

[71] S(Nz2T«I+1)pLO0OP

[8] W«(ZTKIM W), ,kEN



L1
[21
(3]
fuj
[51]
[6]
L7]
L8]
£91]
[1C4
L1113
(12
[13]
[1u]

SO O ECWN -
[ OR = oo J SR WS N NSy S W N iy By

e
— e

R ©

[1]
L2]
[3]
[uj]
[5]
[6]
[ 7]

(1]
L2
L3J
[u]
LS
Le]
L7

V<l DIV V3lisd sUIVIDEND ;9 3FPROD
A MULTI-PRECISION QUOTIENT (UxV)
<(pU)L1i//W10
J«0//DIVIDEND*1C
ULOOFP: »(l<J<«J+1)pDONE
UDIVIDEND«DIVIDEWND ,ULJ ]
>(~PIVIDEND LESSTHAN V)pgFIND
N«ZTKIl W,0
>DLOOP
GFIND: G<«10-5xPIVIDEND LESSTHAN V SMULT

5

53

GLOOP: (UIVIDEND LESSTHAN PROD<V SHULT 4+4=1)p&gLU0P

W
DIVIDENU«DIVIUEND MINUS PROU
*ULOOP

VONE: W<ZTEIM W

VREM<«U MOD Vibid ;PROD @&
A MULTI-FRECISION REMAINDER (U3V)
REM<U
(U LESSTHAN V)pDONE
N<(pU)[1]//d«0//KEM+ 1D
UDLOUP: 3(N<J<«J+1)pDONE
REM«REN,ULJ ]
+(KEM LESSTHAN V)pUDLOOP
4<«1C-5xKxfn LESSTHAN V SMULT S

QLOOP: +»(hElu LESSTHAN PROD<V SulULT §«g-1)p&LUUF

KRE<+REM MINUS PROD
SULUOP
DONE s REM«ZTRIM KEM

VO«l EXPON E3K3T
A COMPUTES M TO £-TH POWVEK
K«(pE<«UBCONVERT E)(1]
C+,1//I+1
LOOFP: C+«C MULT C
(&L I1=0)pNLXTBIT
C«C HULT u
NEXTBEIT: »(K2T<«I+1)pLOOF

VO«ENCRYPTIM3E ;N 13K 3T
pn COMPUTES M TO F-TH POWER, WHOUULO N
K<(pE<«DBCONVERT E)[1]
C+,1//7+1
LOOP: C«(C MULT C) MOD W
S>(E[I1=0)pNEXTEIT
C«(C MULT M) MOL W
NEXTBIT: »(KzI<I+1)pLOOPF

VBIN«DBECONVERT UEC 3T 30
A MULTI-PKECISION KADIX CONVEKSION (KEF.
N«(pDEC)L11//BIN+10//T<«LEC
LOCOP: T<«T SDIV 2
BIN«(~14T) ,BIN
+(02+/T«<14T)pLOOP

Kwdra VOL 2,

PG

23
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VUL<U3 MULTINV V33M0OD3V13T13T338G001 8GNV 3SGHT L4 3FR0L
A COMPUTES MULTIPLICATIVE INVEKSE kOD U3 UF V3
A REKF ALGOKITHM X (EXTENUEL EUCLIUEAN) KNUTH VOL. 2, FG. 30
‘ MOL+U3
[u] X1: U1«,0//8GNULI«1//Vi<«,1//8GaV 1«1
[5] X2: »(A/V3=0)pECOuP
(6] X3: @<«U3 LIV V3
(7] T3<«U3 MINUS V3 MULT ¢
(8] U3<«V3
[9] V3«73
(101 PKOD«V1 MULT «
(11 (SGNV12SGNUL)pUIFFSGN
{121 (U1 LESSTHAN PKOD)pUSMALL
[13] SGNT1«SGaU1
[1u] Ti1«U1 MINUS PKOD
(151 »SwWwaF
[16] USMALL: SGNT1<«n1xSGNU1
(171 Ti«PKUD MINUS U1
(18] SWAP
[1S9) DIFFSGN: SGNT1<«SGwU1
[20] 7T1<«y1 PLUS PKOU
[21] SWAP: Ul«V1//SGNU1«SGNV1
[22] V1«T1//SGNV1<+SGNT1
(237 X2
[240)] a U1l IS VALUE OF INVEKSE. NORMALILE
[251 ECOMP: -(1=SGNU1)pD
(261 U1«mOD MINUS U1

———
W N =
[ SRS W E.

VE<U GCD V3K
[11] A MODERN BEUCLIVEAN ALGUOKRITHM FOK GCL
[2] A MULTI-FPRECISION KEF. KWUTH VOL. 2, PG. 296 (ALGUAITHM A4)
[3] LOOFP: »(A/C=V)pDUNE
[u] k<l MOD V
L5] U<y
[6] V<K
[7] *>LOOP
[&] UONE: F<U

VMU LTFP«A JACOBI BiEXP3k

[1] A COMPUTES JACOBI SYMBOL J(4,b5)

[2] MULTP+1

[3] TEST: (A EQUALTOG ,1)p0

[u) (022 n144)p0LD

[5] EXP+ndv((5 MULT b) MINUS ,1) SDIV 8

[61] A<<1¥A SDIV 2

[7] >MULTCOMP

[8] 0DD: EXP«ni¥((4 MINUS ,1) MULT B INUS ,1) SUIV u
(9] k<4

[1C] A<«B MOD 4

(111 B<«k

(121 MULTCOMP: MULTP«MULTEx(al 1)[1+0=2]mdtEXF ]
[13] STEST

VZ<«DISPLAY W
[1] 2+'C123456789'[1+4]
v



L1
L2]
[3]
Lul
L5]

(1]
L21]
(3]
[u]
[5]
(6]

L14
[2]
[3]
[4]
[5]

[1]

[1]

(1]
(2]
(31
[u]
[5]
[6]
L7
[8]
[9]
[1c¢]
(111
[12]
[13]
f1u]
(15
[16]

55

VEVEC<TNCONVERT TEAT ABET 3POSHN

ABET+' ABCUEFGHIJKLMNOPYRSTUVWAY 60123056789, ,:37()ot=-*x/zz<>s2"
NVEC+<1C

LOOFP: POSN«nl1+ABET\I4TEXT

WVEC«NVEC ,(LPOSK+1C) , 10t POSH

*(CzpTEXT<«IvTEXT )pLOOF

VIEXT<NTCONVERT wVEC ;ABET ;INDX

ABET<' ABCDEFGHIJKLMNOP{RSTUVWAXYZ20123456789.,:32()w+=x/=z<>52"
TEXT<«1C

NVEC«((C=2| (pWVEC)[11)p0) ,NVEC

LOOP: INDX<«1++/(10 1)x24NVEC

TEXT<«TEXT yABETIINDX ]

>(02pWVEC«2YNVEC)pLOOFP

VE+4TKIN VeEC

A ThiM LEAVING ZEROES OFF MULTI-PRECISION VECTOK
L+VEC

LOOP: »((0z14Z)vi=pZ)p0

Z+14VZ

»LOOP

VIIMEIN

)

Tijg«UTTME-

VTIuEoUT

v

s 'ELAPSED TIME = ', ((+/(36C0 6C 1)x(ullut-Tlubk )4 5 64)%6C)," @

VIMATRIX«TIMETEST MDIGITS;NUED Mk 3l 3TIME 3k

TIMEIN

A THIS FUNCTION TESTS THE TIME WNEEDELD FOk EXPONENTIATION (MlLT
THATRIX«12//ED<+10

M+«MDIGITSPS

ELOOP: E<«EDpS//ND<«10

NLOOP: N<«NLUDPS

TIME«UTIME

K«bENCRYPTL[ M 3E 3N ]

TuATKIX+THMATKIX ,((+/(36C03 60 1)x(UTImME-TIME)LY 5 6])%6C)
et !

>(702N0«ND+10)pNLGOP

1 1

>(702ED«ED+10) pFLOOP

TMATRIX«10 1CpTHATEIX

UCKLF ,'TIME TEST DONE' ,UCKLF

TIMEOUT
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VZ<«PKIME P3TP3dJ 3E3F3PM13T
(1] A TESTS P FOk PKIMALITY USING SOLVAY-STHASSEN ALGOAITdu
(2] 2«0/ /I«1//Pui«P MINUS ,1
(3] E«~1¥PM1 SDIV 2
[u] LOOP: TP<«.1+21+Pi1
[5] *>(A/TP=0)pLOOP
[6] >(~(,1) EQUALTO ,TP GCD P)pC
[71] J«TP JACOBI P
(8] F<ENCRYPTLTPE 3F |
[9] a'TE = ', TP,' J = ',J,' K = ', F
[101 »(J=al)pMOLCHECK
[11] (F EQUALTO ,1)pNEXTTEST
[124 0
[13] MODCHECK: -»(~F EQUALTO PM1)p0
[14] NEXTTEST: +(252T<«I+1)pLO0P
(151 Z+1

Vi+PhTUMECHK P3F 3PM1
(1] A TESTS P FOK FPHKIMALITY USING FEKuAT'S THaEOKEM
[2] A REFEKENCE KNUTH VOL. 2, PG. 347
[3] 4«0/ /PUMi«+P MINUS ,1
Lu] F«ENCRYPTL ,23Ptil13F]
(5] >(~F EQUALTO ,1)p0
[6] 7«1

VP«PKIMEGEN NUIGITS ;I 3;HEAD3;TAIL
(1] A GENEKATES KANDOM FPKIME OF N OIGITS (422)
(2] I<«0
[3] TIMEIN
[u] PGEN: HEAD<+?9//TAIL«(1 3 5 7 9)[?5/
[5] P<«HEAD ,( a1+ 2(NLUIGITS=2)p1C) ,TAIL
[6] T«T+1
L7 (~PhIUECHK P)pPGEN
L8J t 1
L9y 'WO. TESTED = ',I
L1cl rImEOUT
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