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ABS'I'RAC'r 

This report examines the working characteristics 

of a data encryption algorithm to be used in the 

construction of an Electronic Funds Transfer (EFT) 

system, The algorithm itself is embedded as an integral 

component in a public-key cryptosystem which serves the 

purpose of providing privacy of communication and 

verification of sender identity within the framework 

of the EFT system. 

Necessary and desirable characteristics of a data 

encryption algorithm are considered, with a concurrent 

analysis of the algorithm at hand, An actual computer 

implementation of the algorithm is presented and the 

results of encryption timing tests are discussed. A 

characterization of encryption times as a function of 

key parameters is accomplished through the application 

of multiple regression analysis to the results of the 

timing tests. 



PART I. EFT SYSTEMS AND PUBLIC-KEY CRYPTOSYSTEMS 

----- - --- ------·------···-- --- ---------~ ----
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OPERATION 

If an EFT system is to be usable and effective, it 

must preserve two important properties of current 

"paper" systems: (a) Transmitted messages are private 

and (b) messages can be "signed" in the sense that the 

identity of the sender can be verified by the recipient. 

The concept of a "Public-Key Cryptosystem" (PKC) 

[Diffie and Hellman, 1976] provides a solution to the 

problem. 

In a PKC, each user places in a public file an 

encryption procedure E. The user does not make public 

the details of his corresponding decryption procedure D. 

For use in a PKC, these procedures must have the following 

properties (Rivest, 1978), 

(a) Deciphering an enciphered form of message M 

yields M itself. Expressed functionally, 

(1) D(E(M)) = M 

(b) E and Dare both easy to apply. 

(c) Publicly revealing E does not provide a practical 

way of computing D. 

(d) E and Dare inverse procedures of one another. 

i.e., in addition to (1) above 1 

(2) E(D(M)) = M 

In actual practice, Dand E are not actual 

procedural specifications, but rather numerical keys. 
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to be used in conjunction with a publicly known algorithm. 

The same algorithm will encrypt a clear message using 

E as the key, or decrypt an enciphered message using 

Das the key. 

For example, if user A wishes to transmit a 

message to user B, he simply encrypts the message 

using B's public encryption key EB and transmits this 

enciphered message to B. B can then decrypt the 

message by using his secret decryption key DB. As 

mentioned in (c), knowledge of EB does not give any 

feasible method of deducing DB which is known only 

to user B. 
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PRIVACY 

Property (c) of PKC's assures that only the intended 

recipient of a message will be able to decrypt it. 

Since encryption and decryption are performed at the 

ends of the transmission line rather than centrally, no 

message ever appears "in the clear" over the lines. 

Therefore, an interloper who manages to tap a trans­

mission line will intercept only meaningless ciphertext. 

Considering the sensitive nature of the information 

communicated over an EFT system, such privacy is of 

the utmost importance. 

In addition, the nature of the PKG scheme allev­

iates the need for secretive key distribution methods. 

A user simply generates his encryption and decryption 

keys locally, and posts the encryption key to a 

public file, accessible to all other users in the 

system. Such a scheme would be readily amenable to 

having the encryption/decryption algorithm embodied 

in special purpose high-speed chips at each user 

installation. 

- - ----------
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SIGNATURES 

Given that only the intended recipient of an 

encrypted message can decrypt it, how can the identity 

of the sender be verified, and more importantly, how 

can it be proven that the recipient did not forge the 

message himself? In existing "paper" systems, 

the recipient of a signed message has proof that 

the message was written Qy_ the sender. This property 

is stronger than mere authentication where the recipient 

can merely verify that the message was transmitted Qy_ 

the sender. 

An electronic signature must be message-dependent 

as well as signer-dependent. Otherwise, the recipient 

could modify the message and claim the signature as 

proof of origin, or simply append the signature 

electronically (character concatenation) to any desired 

message. 

Property (d) of PKC's given in the previous section 

allows for the implementation of message-dependent 

signatures. It is this property which allows a users 

secret decryption procedure to be applied to an 

unenciphered message. It is the application of the 

secret procedure which "signs" the message. 

For example, suppose user B wishes to send user A 

--------------
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a "signed" message. He first computes his "signature" 

S for the message Musing his secret decryption procedure, 

DB &s follows: 

(3) S = DB(M) 

This is permissible according to property (d) of 

PKCs as previously mentioned. He then encrypts S 

using A's publicly known enciphering procedure EA, 

and sends the resulting message EA(S) to user A. 

A first decrypts the ciphertext by applying 

his secret decryption procedure DA. This yields the 

ciphertext signatures. Formally: 

(4) DA(EA(S)) = S 

Given that A assumes that B has transmitted the message, 

A applies B's publicly known encryption procedure EB 

to the signature Sin order to extract the original 

message. Formally: 

(5) EB(S) = EB(DB(M)) = M 

A now possesses a message-signature pair (M,S) 

with properties similar to those of a signed paper 

document. B cannot deny having sent the message, 

since no other user could have created S = DB(M). 

From equation (5), A has proof that B signed the document. 

Therefore, A has received a message "signed" by B 

which can be proven to have been sent by B, and not 

been forged or tampered with by A. Clearly, these 

properties of the PKC satisfy the privacy and signature 

requirements of an EFT system. 

-- ----- --------



PART II. THE DATA ENCRYPTION ALGORITHM 
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OPERATION 

In the previous section, encryption and decryption 

procedures were discussed in general functional terms. 

In reality, some real set of procedures having the 

aforementioned four properties required to implement 

a PKC (this report, p. 1) must be developed. The 

method to be discussed here is due to Rivest \19781 

and is currently the only such algorithm known to be 

practical in terms of implementation. 

As mentioned previously, in practice, E and D 

are numbers to be used in conjunction with some 

publicly known and specified procedure or algorithm, 

rather than being algorithms themselves. In this 

method, E, the public encryption key is a pair of 

positive integers (e,n) and D, the secret decryption 

key is a second pair of positive integers (d,n). 

(N.B., n is the~ in both keys). 

A message Mis encrypted as follows.Mis repre­

sented as an integer in the range Oto n-1. (Any 

numerical correspondence code can be used). A 

long message may be broken into a series of blocks, and 

the blocks encrypted individually. C, the encrypted 

form of Mis generated by raising M to thee-th 

power, modulo n. Formallys 



(6) C = E(M) = Me (mod n) 

To decrypt the ciphertext, it is raised to the d-th 

power, modulo n. Formally: 
d (7) M = D(C) = C (mod n) 

7 

Each user in the system will have an individual 

encryption key set (e,n) and an individual decryption 

key set (d,n). 

--- ----- ------
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KEY GENERATION 

Encryption and decryption key sets are generated 

in the following manner. First, n is computed as the 

product of two prime numbers, p and q, These primes 

are very large "random" primes. Although n is made 

public as part of the encryption key E = (e,n), 

the factors p and q will remain effectively hidden due 

to the tremendous difficulty involved in factoring n, 

It is this fact which satisfies property {c) of 

PKC's, i.e. making E ={e,n) public does not permit 

ready derivation of D =(d,n) 

The positive integer dis chosen as a large random 

integer which is relatively prime to (p-l)*(q-1), 

Formally, d must satisfy: 

(8) gcd(d,(p-l)*(q-1)) = 1 
(here gcd means greatest common divisor) 

In practice, any prime number which is greater than max(p,q) 

will suffice ford, 

The positive integer e is computed from p,q, and d 

as the multiplicative inverse of d, modulo (p-l)*{q-1), 

Formally: 

(9) e*d = 1 {mod (p-l)*(q-1)) 

The first section of Appendix I gives a detailed example 

of the key generation and encryption-decryption procedures, 
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The theoretical mathematical under-pinnings of the 

encryption-decryption and key generation procedures are 

given in Rivest (1978). The thrust of the remainder 

of this report is an empirical study of the compu­

tational complexity of the method, undertaken in 

order to assess its practicability and feasibility for 

use in an EFT system, 

- ---- -- ------



10 

SECURITY 

As mentioned in the last section, the security 

of the system lies in the fact that the decryption key 

D = (d,n) can only be computed if p and q are known, 

where n = p~~q. Given that n is known publicly as 

part of E = (e,n), how difficult would it be to factor 

n in order to find p and q? 

Table 1. 
Digits Number of operations Time 

50 1.4x1010 J.9 hours 

75 9.ox10 
12 

104 days 

100 2.JxlO 
15 

74 years 
23 

3.8x109 years 200 1.2x10 

JOO 
29 

4.9x1015 1.5x10 years 

500 l.Jx10 39 25 4.2x10 years 

Rivest (1978) 

Table 1 above gives estimates on the amount of 

time required to factor non a high-speed computer 

using the fastest factoring algorithm known. It 

assumes an operating speed of one operation per micro­

second, where CPU time required is solely a function 

of the number of digits inn. 

As indicated, an BO-digit n provides moderate 
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security against current technology, and a 200-digit 

n would provide security against future technological 

developments as well. The barriers to factoring a 

sizable n appear to be insurmountable. 

Factoring of large numbers is a well-known problem 

which dates back to the mathematicians Fermat (1601-1665), 

and Legendre (1752-1833) [ore, 1967, PP• 27-J7l• Although 

no proof exists indicating that the problem is NP-complete 

(not solvable in an amount of time which is bounded 

above by a polynomial function, and hence possibly 

exponential), no one has yet discovered an algorithm 

which can factor a 200-digit number in a reasonable 

or useful amount of time. It is upon this partially 

"certified" demonstration of difficulty that the encryption 

method stakes its claim to security. 



IMPLEMENTATION 

The Rivest procedure was implemented as a set 

of APL functions (Appendix IV) on the META-4 
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computer system, resident at the Center for Research 

in Management Science, at the University of California, 

Berkeley, The necessity of having unlimited precision 

in order to work accurately with large numbers was 

overcome by adapting a number of multi-precision 

arithmetic routines from Knuth [1969, PP• 162-339], 

The generation of large prime numbers was accomplished 

through a modification of a testing procedure due to 

Fermat tKnuth, 1969, p. 347], 

Functions were developed to convert text into 

numeric form (00 = blank, 01 = A, 02 = B, etc,) and 

vice versa. In order to avoid having to "reblock" 

"signed'' messages prior to encryption for transmission, 

a procedure involving two sets of keys per user was 

developed, One set of keys is used for normal trans­

mission encryption, while the other set is used to sign 

and verify messages, 

The value of n used for signatures (denoted ns) is 

always chosen to be smaller than the value of n chosen 

for transmission (denoted nt), so that a "signed" 

message Swill always be in the range O ~ S ~ nt, and 
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can be encrypted directly for transmission. (The 

preceding inequality holds because n 8 '=. nt by definition, 

and S ~ ns by property of the encryption function 

which maps Minto S, where Sis in the range O ~ S ~ ns ~ 

A detailed example of this procedure is given in the 

second section of Appendix I. 

-- -- ~---



TIMING TESTS 

In order to properly assess the usefulness of 

the Rivest algorithm, a study was made of the time 
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needed for encryption (decryption), which is mathematically 

equivalent to raising a large number to a high power, 

where the result is taken modulo some other large 

number. Recalling from an earlier sections 

(6) C = E(M) = Me (mod n) , for some M, e, and n. 

Assuming a fixed message length of four characters 

(chosen because it is equivalent to a logical full-word), 

which translates into eight decimal digits under the 

previously described character to number transformation, 

an effort was made to measure the effects of the number 

of digits in the exponent (hereafter referred to as E), 

and the number of digits in the modulus (hereafter 

referred to as N) on the CPU time needed for encryption. 

Appendix II gives the results of the timing runs. 

Values in CPU minutes were generated for all combinations 

of E ranging in steps of ten from ten to seventy, and 

N ranging in steps of ten from ten to seventy. 

An initial contour plot of the timing values plotted 

against E and N indicated a non-linear relationship of 

some kind. An effort was made to isolate the effects 

of the individual parameters E and Non encryption time. 



Plots of encryption time against E with N held 

constant indicated a linear relationship. Plots 
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of encryption time against N with E held constant indicated 

a seemingly quadratic relationship. These plots are 

collected in the second section of Appendix II. 

Regressions run on the individual variables 

confirmed these hypotheses. However, a regression 

run on both parameters jointly served to explain only 

84% of the variation in the sample. (This regression 

was actually run on E and the transformed variable N2). 

Given sufficient degrees of freedom, a cross-product 

parameter,(E x N2), was introduced into the regression 

equation. Inclusion of this term helped to explain 

99.98% of the variation, with t-values for all coefficients 

indicating significance at the 0.001 confidence level. 

The regression equation obtained was: 

(10) T = 0.0J44J(E)-0.00021(N2)+0.0002(EN2)-0.0J696 

where Tis time expressed in CFU minutes. 
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CONCLUSIONS 

The timing tests indicated that encryption time was 

significantly slower than had been initially hoped for. 

(E,g,, T = 69 CPU minutes, for N = E = 70), However, 

given that the current implementation is in APL, a 

relatively slow language, and that function calls are 

nested six-deep during the encryption process, a study 

of encryption routines written in either assembly language 

or implemented as hardware chips is definitely warranted. 

The algorithm itself has all the properties 

necessary to make it the cornerstone of a PKC. The 

elegant and useful concept of an electronic signature, 

as well as the practical privacy aspects of seemingly 

unbreakable security make the algorithm and its 

associated PKC highly desirable for use in an EFT system. 
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A STEP1. FIND TWO LARGE RANDOM NUMbERS, P AND Q 

P+PRIMEGb'N 10 

NC. TESTED= 3 
ELAPSED TIME= 0.85 MINUTES 

Q+PRIMEGEN 10 

NO. TESTED= 4 
ELAPSED TIME= 1.13333 MINUTES 

DISPLAY P 
2173840121 

DISPLAY Q 
9265776551 

A STEP 2. FIND A RANDOM PRIME NUMBER D > MAX(P,Q) 

D+PRIMEGEN 11 

NC. TESTED= 14 
ELAPSED TIME= 5.08333 MINUTES 

IJISPLAY D 
11080122817 

N+P MULT Q 
PHI+(P MINUS ,1) MULT (Q MINUS ,1) 

DISPLAY N 
20142316818784802671 

DISPLAY PHI 
20142316807345186000 

A STEP 4. COMPUTE£, WHERE E•D=i (MCD (F,1J•(~~1)) 

E+Pli.I MULTINV D 

DISPLAY E 
1348514798658177153 

1 

] o STEP 5. TEST E AND D I 

(£ MULT D) MOD PhI 
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R STEP 6. CONVEhT N~SSAGE INTO AN INT~G~k (OsNsN~l; 
R EACri ChARACTER IS CONVERTEU INTO A TWO•DIGif NUNbEh 

N1_2+N[1 2J 
DISPLAY N1_2 

R LETTING ThE FIRST MiSSAGE CHARACT~ft CODE bE < 20 
R (bLANA = 00 WILL DO). MESSAGE NAY bE TEN CHARACTEftS 

fuESSAGE+' IT ~ORKS.' 

MESSAGE+TNCONVERT MESSAGE 

DISPLAY MESSAGE 
00092000231518111937 

R STEP 7. ENCRYPT THE MESSAGE 
R (COMPUTE M TO THE E•TH POWER, MODULO N) 

ENCRYPTEUMESSAGE+ENCRiPTLMESSAGE;E;NJ 

UIS~LAY ENCRYPTEUNESSAGE 
16416839271599238466 

R STEP 8. DECRYPT THE EdCRYPTED MESSAGE 
R (COMPUTE EM TO THE D•TH PU~ER, MODULO N) 

DECRYPTEDMESSAGE+ENCRYPT[ENCRYPTEDMESSAGE;U;NJ 

DISPLAY DECRYPTEUMESSAGE 
92000231518111937 

R STEP 9. CONVERT THE NUMERIC DECRYPTED MESSAGE TO T£X1 

DFCRYPTEDMESSAGE+NTCONVERT DECRYPTEDMESSAGE 

DECRYPTEDMESSAGE 
IT WORKS. 

R NOTE THAT LEADING BLANKS (CODE=OO) WERE LUST IN THE 
R UEChiPTION. THIS COULD bE AVOIU~D bY tLIMINATING 00 
RAS A LEGITIMATE CODE 



A UEMUNSTRATION OF TRANSMISSION ANU VEhitICATIO~ 
A OF A SIGNEU MESSAGE bETWEEN PERSONS A ANu b 

A STEP 1. PERSON A ~ISHES TU S£NU TliE MESSAGE 
A 'EUY 8 1 TO PERSON b. IT MUST FIRST bi 
A CONVERTED TO AN INTEGER 

MESSAGE•'BUY 8 1 

MESSAGE•TNCONVERT MESSAGE 

DISPLAY MESSAGE 
0221250035 

A STEP 2. PERSON A MUST 'SIGN' THE MESSAGE bl 
A APPLYING HIS PRIVATELY KNOWN SIGNATURE 
A DECRYPTION KEY 

DISPLAY SIGNATURE_OECRYPT_A 
153949 

DISPLAY SIGNATURE_N_A 
2187533923 

20 

MESSAGE•ENCRYPT[MESSAGE;SIGNATURE_DECftYPT_A;SIGNATURE_N_A] 

DISPLAY MESSAGE 
2066433642 

A STEP 3. PERSON A MUST NOW ENCRYPT THE 'SI&NED' 
A ~ESSAGE USING FERSOj b 1 S PUbLICLi KNOWN ENCRYPTION 
A kEi 

DISPLAY TRANSMIT_ENCRYPT_b 
3068878861410677711 

DISPLAY TRA~SMIT_N_B 
5499459018108591269 

MESSAGE•ENrHYPT[MESSAGE;TRANSMIT_ENCRYPT_B;ThANShZT_N_bJ 

DISPLAY MESSAGE 
2220157481676880395 



A S'J'l.'.'P 4. '!'Ht' Mt'SSAGE IS Tfr.AIVSMIT:n.:u TO PERSON b. 
A HE MUST ~IRST UECRYPT IT USING liIS PkIVATELY 
A KNOWN DECRiFTION KEY 

uISPLAY ThANSMIT U2CRYPT_b 
63734134319 

UISPLAY DECRYFTEDMESSAGE 
2066433642 

- STEP 5. THE MESSAGE CURb&NTLY IS MEANINGLESS 
A (NOTE, THAT THERE IS NO TEXT ~~UIVALENT Of 
- THE THIRD CODE CHARACTEh 43J. IT NUST bE 
A FURTHEfr DECRYPTED (AND VERI~IEU AS HAVING 
A bEEN SENT bY PERSON AJ bi APPLiING FERSU~ A1 S 
A PUbLICLY ANOWN SIGNATUftE ENCRYPTIO~ AEi 

UISFLAY SIGNATURE_ENCRiPT_A 
653i91669 

DISPLAY SIGNATURE_N_A 
2187513923 

UECRYPTEDMESSAGE+ENCRYPT[DECRiPTEUhESSAGE} 

bISPLAY MES8AGE 
221250035 

A STEP 6. THE MESSAGE IS CONVERTEU BACK TO TEXT 

-------··-------------------
NESSAGE+NTCONVERT MESSAGE 

MESSAGE!. 
bUY 8 

21 
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10.000 

10.000 0.417 

20.000 0.917 

30.000 1. 28 3 

40.000 1.750 

50.000 2.183 

60.000 2.600 

7 0 . C O 0 3.133 

Encryption Time in 

CPU Minutes 

20.000 30.800 40.000 

1.000 1.967 3.200 

2.267 4.250 6.883 

3.317 6.300 10.383 

4.400 a.517 13.783 

5.533 10.650 17.450 

6.800 12.850 20.833 

8.033 15.150 24.783 

50.000 

4.750 

10.150 

15.467 

20.783 

26.250 

31.400 

36.933 

N =No.digits in modulus 

E =No.digits in exponent 
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60.0CC 70.iJGO 

6.583 9. 43 3 

14.200 19.017 

21.533 28.967 

29.167 39.0o3 

36.667 49.233 

43.950 59.167 

52.117 6'c: .617 



CQjTOUh[EXPTIMES;0;3.5;20J 

N 

10 *****·····*****·····*****····· 70 

* 
* 
* 

* 
* 
* 

E * 
* 
* 

. 
70 

bBBB 
BBB 

BBB 
BBB 

C'CCC'C'CDDlJD 
CCC'C DDDDEEE 

CCC DDDDEE'EEFF' 
CCC DUD EEEFFFGG 

CCC DDU EEEFFFGGGH B 
BB 

Bb 
Bb 
b 

CC DD EEEFFFGGHHHI 

bH 

CC DDD EE FFGGGHHIIJ 
CC DD EEFFFGGhHIIJJK 
C DD EEFF GGHHIIJKKL 

CC D EEFFGGGHIIJJKKLM 
CC DD EEFFGG HIIJJKLLMN 
C DD EE F G HIIJJKLLMNO 

CC DEE FFGGHHIJJKLLMNOP 

b 
bb 
B 
B 
b 

BB 
B 
B 

C DD E FFGGHHIJJKLLMNOPP 
C D EEFF GHHIIJKLLMNOPQQ 

CC DD E F GGHIIJKLLMNOPQQR 
C' D EEFFGGHIIJKKLMNOPQQRS 

CC DD E F GHHIJJKLMNOOPQRST 

*****·····*****·····*****····· 

CONTOUR[EXPTIMES;0;7;10J 

N 

* 
* 
* 

* 
* 
* 

* 
* 
* 

*****·····*****·····*****····· 10 70 

E 

* 
* 
* 

* 
* 
* 

* 
* 
* 

70 

BBBBbb 
BBbB 

BbB 
BBB 

Bbb 

CCC 
cccc 

CCC DD 
CCC DUD 

J::jfj 

BB 
BB 
b 

CCC DDD E 
CC DDD EE8 

CC DD 8E'E' E' 
CC VD EB l!'F'E' 

BH CC DDU 81!.'8 FE' G 
CC DD EE FE' GG 

re D EE FF GGH 
HB 
b 

BB 
B 
b 

BB 
b 

BB 

CC DD E FF GGHH 
C DD EE FF GGHH 

CC D EE FF GGHHII 
C DD EE FF GGHHII 

CC DD EE FF GGHHII J 
C D E F GGHH I JJ 

*****·····*****·····*****····· 

* 
* 
* 

* 
* 
* 

* 
* 
* 

2J 

A = 0 
B ::: 3. 5 
C ::: 7 
D = 10.5 
E' ::: 14 
}' ::: 1 7. 5 
G = 21 
H = 24.5 
I = 28 
J ::: 31.5 
A ::: 35 
L = 38.5 
lvJ ::: 42 
IV ::: 45.5 
0 - 49 
P::: 52.5 
Q ::: 56 
ii ::: 59.5 

S ;; 6 3 
'J' ::: 66.5 
U ::: 70 

A ;; C 
B ::: 7 
C = 14 
[; - 21 
E' ::: 28 
F = 35 
G = 42 
ii = 49 
I = 56 
J ::: 63 
A ::: 70 

Contour Plot of Encryption Times 

T ::: F(E,N) 
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50 50 /!LOT l!.X..l!TIMl!:S[ ;7J vs E-+-1 0 20 30 40 SQ 6~ 70 
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APPENDIX III 



EXPJ'IMl!.'S 

10 20 30 40 50 60 

C.417 1.000 1.967 3.200 4.750 6.583 
0.917 2.267 4.250 6.883 10.150 14.200 
1. 28 3 3.317 6.300 10.383 15.467 21.533 
1.750 4.400 8.517 13.783 20.783 29.167 
2.183 5.533 10.650 17.450 26.250 36.667 
2.600 6.800 12.850 20.833 31.400 43.950 
3.133 8.033 15.150 24.783 36.933 52.117 

Encr;y:12tion Time in 
CPU Minutes 

E+N+10 20 30 40 50 60 70 
IS70+EXPTIM8S[7;J 
N 7 0 +EX P2' IM I!' S [ ; 7 J 
N 2+N X[V 

LV3+NXfvXN 

/:...SGMAT 

E 

10.000 
20.000 
30.000 
40.000 
50.000 
60.000 
70.000 

N2 NJ 

100.000 1000.000 
400.000 8 0 0 0 . 0 0 0 
900.000 27000.000 

1600.000 64000.000 
2500.000 125000.000 
3600.000 216000.000 
4900.000 343000.000 

Encryption Time Regressions on 
2 

Individual Parameters E and N 

70 

9.433 
19.017 
28.967 
39.083 
49.233 
59.167 
69.617 

E=?O 

3.133 
8.033 

15.150 
24.7t:!3 
36.933 
52.117 
69.617 

(One parameter fixed in each case) 

38 

N 

10 
20 
JO 
40 
50 
60 
70 

c:eu 
Mins. 

N=?O 

9.433 
19.017 
2t:!.9b7 
39.083 
49.233 
59.167 
69.617 



ML.T RE& [ lrEGfvJA.T J 
LIST DATA:' 
tVU 

PRifVT bASIC STA.TISTICS? 
YES 

fvlEAfV V AlrI A!vC E S'l' U. lJE V. 

VA.ft' 1 
V Alr 2 
VAk 3 
VAR 4 
VAR 5 

40.ooooQ I 466.667QQ I 21.6025Q 
I 2000.ooQQQ l312667Q.QQQ I 1768.24QQQ 
1112000.QQQQ l161687QQQQQ 1127156.QQQQ 
I 29.96670 I 593.13CQQ I 24.3543Q 
I 39.2167Q I 470.444QQ I 21.6B97Q 

SIMPLE CORRELATIONS? 
YES 

VAk 
VAH 
VAli 
VAR 
VAR 

CONTINUE? 
YES 

VAlr 1 I 

1 1.00000 
2 0.97736 
3 0.93439 
4 0.98015 
5 0.99995 

PAHTIAL COHHELATIONS? 
NO 

VAlr 2 I 

0.97736 
1. 00000 
0.98795 
0.99989 
0.97918 

ENTER NAME FOR HEGRESSION TITLE: 

VA}( 3 I 

0.93439 
0.98795 
1.00000 
0.98602 
0.93739 

ENCRYPTION TIME AS FUNCTIO~ OF UI&ITS IN EXPONENT 
ENTER LIST OF INLEPENDENT VARIABLES: 
1 
ENTER DEPENDENT VARIABLE: 
5 
STE~WISE REGRESSION? 
iVO 

39 

VA.ft' 4 I VArt s I 

0.98015 0.99995 
0.99989 0.9791d 
0.98602 0.93739 
1.00000 0.9tl183 
0.98183 1.00000 



40 

ENCRYPTION TIME AS FUNCTION OF UIGITS IN EXPONENT 
T = F(E,N) , N=70 

INDEPENDENT VARIABLES: 1 
UEPENDENT VARIAbLE: 5 

STD.ERROR IT--STATISTIC I VARIANCE 

I VAHIAbLE 1 I 1.00399 I 0.00452 I 222.270QQ I 

IDEG OF FREE I SUM OF SQS IMEAN SQUARE I 

I REGRESSION I 

I E'RHO!t I 

1.00000 I 2a22.38QQQ I 2s22.3sQQQ I 

5.ooooo I 0.28564 I o.05713 I 

S.E. OF ESTIMATE: 
#'--VALUE: 
MULTIPLE R--SQUARED: 
INTERCEPT: 

C.23902 
49403.7 
99.99 
,'110.94285 

WORK ON RESIDUALS? 
YES 

IT= 1,00J99(E)-0,94285 

PRINT RESIDUALS? 
YES 

ObSERV 1 
OHSERV 2 
OBSERV 3 
ObSERV 4 
OBSERV 5 
ObSERV 6 
OHSEHV 7 

ObSERVED I ESTIMATED RESIDUAL 

9.43330 9.09700 0.33630 
19.0167.Q. 19.1369Q ,. C . 1 2 C 2 0 
28.9667.Q. 29.1768.Q. 1'10.21010 
39.0833.Q. 39.2167Q ' .. 0.13330 
49.2333.Q. 49.2566Q .. 0.02320 
59 .1667.Q. 59.2964.Q. .. 0.12980 
69.6167Q 69.3363Q 0.28040 

*,~,~~~~,~~,,+~~~~~,.,~,~,+,,~~~,,,,~~,+~~,.,,,,,,,,* 

HUN TEST ON RESIUUALS? 
YES 

SUM OF RESIDUALS: 
SUM OE' SQUARES OF RESIUUALS: 
OURBAN,WATSON STATISTIC: 

.,3.81478,.5 
0.28547 
1.451 

99.990CQ 
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ENCRYPTION TIME AS FUNCTION OF DIGITS Ia MOUULUb (~UADHATIC) 
T = F(E,N2 ) , E=?O 

INDEPENDENT VARIABLES: 2 
DEPENDENT VARIABLE: 4 

COI::PP STD.ERROR IT•STATISTIC I VARIANCt 

I VAHIABLE 2 I 0.01311 I C.00009 I 151.71000 I 

!DEG OF FREE I SUM OF SQS !MEAN SQUARE I 

I REGRESSION I 

I ERROR I 
1.00000 I 3558.01000 I 3558.01000 I 

5.coooo I 0.1129s I o.15459 I 

S.E. OF ESTIMATE: 
p.,.VALUE: 
MULTIPLE R•SQUARED: 

0.39318 
23015.8 
99.96 
2.4233 Itv'lERCi::PT: 

WORK ON RESIDUALS? 
YES 
PRILVT RESIDUALS? 
YKb 

ObSENVEO I ESTIMATED 

OBSERV 1 3.13330 3.80050 
OBSEkV 2 8.03330 7.93200 
ObSERV 3 15.1500Q 14.8178Q 
OBSl!JRV 4 24.7833Q 24.4580Q 
OBSERV 5 36.9333Q 36.8525Q 
OBSERV 6 52.1167Q 52.0014-Q 
OBSERV 7 69.6167Q 69.9045.Q. 

lr.8SIUU/JL 

..,0.66710 
C.10140 
0.33220 
o.:~2530 
0.08080 
0.11530 

.. 0.28790 
*~~,~~~,,~,~~+~~,,~~~,~~,,+,~,,,,,~,~,~+~~~,,,~,,~~~* 

RUN TEST ON hESIUUALS? 
Yt'S 

SUM OF RESIDUALS: 
SUM OF SQUARES Of RESIDUALS: 
uURBAN~WATSON STAT:STIC: 

1. DD 13 bft',,. 5 
0.77424 
1.12 

99.98000 I 



VMCO!VI/Ef('lf L.JJ V 
Vh+MCONVEkT hATRIX;~;N;&TEMf;NTEMP 

[1j M•t0//E+1 
(2j ELOOP: N+1//ETE'MP+10xE 
[3J NLOOP: NTEMP+10xN 
[4] !d+M,6'TEMP,(iVTEMPxNTE'MP),MATRIX[E;N] 
[5] ➔(7~~+N+1)pNLOOP 
[6J ➔(7~E+E+1)pELOOP 
[ 7 J M+49 3p/,i 

I/ 

EXPTIMES 

E 

10 20 30 40 50 

10 0.417 1.000 1.967 3.200 4.750 
20 0.917 2.267 4.250 6.883 10.150 
JO 1. 28 3 3.317 6.300 10.383 15.467 
40 1. 7 50 4.400 8.517 13.783 20.783 
50 2.183 5.533 10.650 17.450 26.250 
60 2.600 6.800 12.850 20.833 31.400 
70 3.133 8.033 15.150 24.783 36.933 

Encr;y:£tion Time in 
CPU Minutes 

42 

60 

6.583 
14.200 
21.533 
29.167 
36.667 
43.950 
52.117 

Encryption Time Regressions on 

Joint Parameters E and N2 

70 

9.433 
19.017 
28.967 
39.083 
49.2'.33 
59.1b7 
69.617 



kE'GMAT .... fviCO,~ V Ei:r'l' EXP:T::M6S 43 

f..l!.:'GMA'l' 

Time 

N2 
CPU 

E Mins. 

10.0CO 100.0CO 0.417 
10.000 400.000 1. coo 
10.000 900.000 1.967 
10.000 1600.000 3.200 
10.000 2500.000 4.750 
10.000 3600.000 6.583 
10.000 4900.000 9.433 
20.000 100.000 0.917 
20.000 400.000 2.267 
20.000 900.000 4.250 
20.000 1600.000 6.883 
20.000 2500.000 10.150 
20.000 3600.000 14.200 
20.000 4900.000 19.017 
30.000 100.000 1.283 
30.000 400.000 3.317 
30.000 900.000 6.300 
30.000 1600.000 10.383 
30. 0 0 0 2500.000 15.467 
30.000 3-600.000 21.533 
3C.000 4900.:)00 28.967 
40.000 100.000 1.750 
40.000 400.000 4.400 
40.000 900.000 8.517 
40.000 1600.000 13.783 
40.000 2500.000 20.783 
40.000 3600.000 29.167 
40.00Q 4900.000 39.083 
so.coo 100.000 2.183 
50.000 400.000 5.533 
50.000 900.000 10.650 
50.000 1600.qoo 17.450 
50.000 2500.000 26.250 
so.coo 3600.000 36.667 
50.000 4900.000 49.233 
60.000 100.000 2.600 
60.000 400.000 6.800 
60.000 900.000 12.850 
60.000 160C.OOO 20.833 
60.000 2500.000 31.400 
60.000 3600.000 4'.3.950 
60.000 4900.000 59.167 
70.000 100.000 3.133 
70.000 400.000 8.033 
70.000 900.000 15.150 
70.000 1600.000 24.783 
70.000 2500.000 36.933 
70.000 3600.000 52.117 
7 0 . 0 0 0 4900.000 69.617 



,1L:r itl!.:G [ fr.I!. Gi1A:T' J 
LIS1' DATA? 
NO 
~RINT BASIC' STATISTIC'S? 
YES 

MEA!V 

44 

VAliIANC'E STb.DEV. 

VAR 1 
VAR 2 
VAR 3 

40.0000Q 408.333QQ 20.2073Q 
I 2000.ooQQQ l273583Q.QQQ I 1654.04QQQ I 

I 16.8388Q I 284.111QQ I 16.8556Q I 

SIMPLE CORRELATIONS? 
YES 

VAR 1 I 

VAR 1 
VAR 2 
VAR 3 

1. 00000 
0.00000 I 

o.51856 I 

C01vTifJUE? 
YtS 
PARTIAL CORRELATIONS? 
lW 

VAR 2 I 

0.00000 I 
1.00000 I 
0.76C43 I 

tNTER NAME FOR REGRESSION TITLE: 

VAb 3 I 

o.s1a55 I 
o.,6043 I 
1.00000 I 

ENCRYPTION TIME AS FUNCTION OF DIGITS IN EXPO~ENT ANLJ MODULUS 
ENTER LIST OF INDEPENDENT VARIABLES; 
1 2 
ENTEk DEPENDENT VARIABLE; 
3 
STEPWISE REGRESSION? 
NO 
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ENCRYPTION TIME AS PU1~CTION OF uIGITS Ilv EXPOivl:!.'NT ALV/J I½OUULUS 
T = F(E,N) 

INDEPENDENT VARIABLES: 1 2 
UEPENUENT VARIABLE: 3 

COEt'F I STD.ERROR IT,STATISTIC I VAJ!I AivCE 
*''''~,,~~,,,+~,,~~,,,,?,,+,,,,~,,,,,~,+~,,,~,,,,,,,+,~,,,,~'''''* 

VAlr.IAbLii.' 1 
VARIABLE 2 

C.43255 I 
o.0011s I 

0.04808 
0.00059 

9.ooooo I 
13.1900.Q I 

IDEG OF FREE I SUM OP s~s IMEAN SQUARE 

REGFrESSION I 
8Rlr0l! I 

S.E. OF ESTIMATE: 
F,VALUI!': 

2.00000 111ss3.1.QQQQ I 
46.ooooo I 2084.2sooo I - ---

MULTIPLE }(,SQUARED: 

6.73126 
127.49 
84.72 
,,.15.9618 I NT ERC BP.T: 

5776.55000 I 
45.3098Q I 

WORK ON RESIDUALS? 
Yt'S 

T = 0.4J255(E)+0.00775(N2)-15.9618 

PRit~T .tr.ESIDUALS? 
Yl!JS 

2b.8900.Q I 
57.8300Q I 



*~,,~,,~,,,,,+,,,,,,-,,,,,+,,,~,,,~,,,,* 

ObS8HVEiJ I i!.'STIMldl!.'u fr.t•SIUJAL 
*~,,,,,,,,,,,+,,~,,,,,,,,,+,,,,,,~~,,,,+~,,~~'''''''* 

ObSl!.'ftV 1 0.41670 .. 10.8614.Q. 11.2780.Q 
ObSEHV 2 1.00000 "'8.53660 9.53660 
UbS8HV 3 1.96670 .... 4.66200 6.62860 
ObSERV 4 3.20000 0.76250 2.43750 
ObSERV 5 4.75000 7.73690 .. 2.98690 
OBSEEr.V 6 6.58330 16.2611Q .. 9.67780 
OBSEf(V 7 9.43330 26.3351Q 1'116.9018Q 
ObSE'RV 8 0.91670 .. 6.53590 7.45250 
OBSERV 9 2.26670 ,.4.21110 6.47780 
ObSElrV10 4.25000 .. 0.33640 4.58640 
UbS8HV11 6.88330 5.08800 1.79530 
OBSE'lr.V12 10.1500.Q. 12.0624.Q. ... 1.91240 
ObSEHV13 14.2000.Q. 20.5866Q ,.6.38660 
ObSERV14 19.0167.Q 30.6607.Q. .. 11.6440.Q 
OH8ERV15 1.28330 .. 2.21040 3.49370 
UbSEJiV16 3.31670 0.11440 3.20220 
OBSERV17 6.30000 3.98910 2.31090 
ObSE'RV18 10.3833Q 9.41360 0.96980 
OBSERV19 15.4667Q 16.3879.Q. .. 0.92120 
OBSERV20 21.5333.Q. 24.9121.Q. .. 3.37880 
OBSERV21 28.9667.Q. 34.9862.Q. .. 6.01950 
OBSERV22 1.75000 2.11520 ,.0.36520 
OBSE'RV23 4.40000 4.43990 .. 0. 0 399 0 
OHSEHV24 8.51670 8.31460 0.20210 
OBSERV25 13.7833..Q 13.7391.Q. 0.04430 
ObSERV26 20.7833Q 20.7134.Q. 0.06990 
OBSERV27 29.1667.Q 29.2376Q !'10.07090 
ObSEHV28 39.0833.Q. 39.3117.Q. ,.0.22830 
ObSEHV29 2.18330 6.44070 ... 4.25730 
OB8ERV30 5.53330 8.76540 1113.23210 
ObSBHV31 10.6500.Q. 12.6401.Q .. 1.99010 
OBSERV32 17.4500.Q. 18.0646.Q. I" 0.6146 0 
OBS8RV33 26.2500Q 25.0389.Q. 1.21110 
ObSERV34 36.6667.Q. 33.5631.Q. 3.10350 
ObSERV35 49.2333Q 43.6372.Q. 5.59610 
ObSE'RV36 2.60000 10.7662.Q. .,8.16620 
ObSBirV37 6.80000 13.0910.Q. .. 6.29100 
Ob&BHV38 12.8500.Q. 16.9656.Q. 114.11560 
ObSERV39 20.8333.Q. 22.3901.Q. 1'11.55680 
ObSERV40 31.4000.Q. 29.3644.Q. 2.03560 
O1JSEHV41 43.9500.Q. 37.8886Q b.06140 
OHSl!:HV42 59.1667.Q. 47.9627.Q. 11.2040.Q. 
ObSERV43 3.13330 15.0917.Q. c"l11.9584Q 
OBS8RV44 8.03330 17.4165.Q. 1"9.38310 
OBSBRV45 15.1500.Q. 21.2911.Q. .. 6.14110 
ObSERV46 24.7833.Q 26.7156.Q. /01.93230 
ObSERV47 36.9333.Q. 33.6900.Q. 3.24340 
OBSERV48 52.1167.Q. 42.2142.Q. 9.90250 
OdSBRV49 69.6167.Q. 52.2882.Q. 17.3285.Q. 

*'''~,,,,,,,,+~,,,,,,,,,,,+,,,,,,,~,,,,+,~,,,,,~,,~,* 

hUN T~ST ON RESIDUALS? 
YES 

SUM OF RESIDUALS: 
SUM OF SQUARES OF R&SIDUALS: 
DURBAN,wATSON STATISTIC: 

... 7 .438668 .. 5 
2084.25 
1.005 

46 



47 
I/ MC'Ofv V EhT [ u JI/ 

IJM.,,_MC'ONVEl:i'l' MATRIX ;6' ;N ;8TtMP;NTEMP 
[1J M.,,_t0//E.,,_1 
[2J ELOOP: N.,,_1//ETEMP.,,_10xE 
(3] NLOOP: NTEMP.,,_1CxN 
[ 4 J M.,,_M, ET E MP, ( NT EMPxNT E'MP) , ( l!:'T EMF xNT E'MP xtvT EMP) , MAT if: X ( E'; iV J 
[SJ ➔ (7~N.,,_N+1)pNLOOP 
[6J ➔(7~E'.,,_E+1)pELOOP 
( 7 J M.,,_49 4pM 

v 

EXPTIMBS 

N 

E 10 20 30 40 50 

10 0.417 1. 000 1.967 3.200 4.750 
20 0.917 2.267 4.250 6.883 10.150 
30 1.283 3.317 6.300 10.383 15.467 
40 1. 7 50 4.400 8.517 13.783 20.783 
50 2.183 5. r> 3 3 10.650 17.450 26.250 
60 2.600 6.800 12.850 20.833 31.400 
70 3.133 8.033 15.150 24.783 36.933 

Encr;y::2tion Times in 
CPU Minutes 

Encryption Time Regressions on 

Joint Parameters E, N2 , and EN 2 

60 

6.583 
14.200 
21. 533 
29.167 
36.667 
43.950 
52.117 

70 

9.433 
19.017 
2d.967 
39.083 
49.233 
59.167 
69.617 
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kl!.'GMA'l' 
Time 

N2 EN2 
CPU 

E Mins. 

10.000 100.COO 1000.000 0.417 
10.000 400.000 4000.000 1.000 
10.000 900.000 9000.000 1. 967 
10.000 1600.000 16000.000 3.200 
10.000 2500.000 25000.000 4.750 
10.00C 3600.000 36000.000 6.583 
10.000 4900.000 49000.000 9.433 
20.000 100.000 2000.000 0.917 
20.000 400.000 8000.000 2.267 
2 0 . 0 0 0 900.000 18000.000 4.250 
20.000 1600.000 32000.000 6.883 
20.000 2500.000 50000.000 10.150 
20.000 3600.000 72000.000 14.200 
20.000 4900.000 98000.000 19.017 
30.000 100.000 3000.000 1. 28 3 
30.000 400.000 12000.000 3.317 
30.000 900.000 27000.000 6.300 
30.000 1600.000 48000.000 10.383 
30.000 2500.000 75000.000 15.467 
30.000 3600.000 108000.000 21.533 
30.000 4900.000 147000.000 28.967 
40.000 100.000 4000.000 1.750 
40.000 400.000 16000.000 4.400 
40.00C 900.000 36000.000 8.517 
40.000 1600.000 64000.000 13.783 
40.000 2500.000 100000.000 20.783 
40.000 3600.000 144000.000 29.167 
40.000 4900.000 196000.000 39.083 
50.000 100.000 5000.000 2.183 
50.000 400.000 20000.000 5.533 
50.000 900.000 45000.000 10.650 
50.000 1600.000 80000.000 17.450 
50.000 2500.000 125000.000 26.250 
50.000 3600.000 180000.000 36.667 
so.coo 4900.000 245000.000 49.233 
60.000 100.000 6000.000 2.600 
60.000 400.000 24000.000 6.800 
60.000 900.000 54000.000 12.850 
60.000 1600.000 96000.000 20.833 
60.000 2500.000 150000.000 31.400 
60.000 3600.000 216000.000 43.950 
60.000 4900.000 294000.000 59.167 
70.000 100.000 7000.000 3.133 
7 0. 00 0 400.000 28000.000 8.033 
70.000 900.000 63000.000 15.150 
70.000 1600.CCO 112000.000 24.783 
70.000 2500.000 175000.000 36.933 
70.000 3600.000 252000.000 52.117 
70.000 4900.000 343000.000 69.b17 



1>1 LJ' H l'.. G ( RE. G iVi AT J 

LIST DATA? 
NO 
PHINT BASIC STATISTICS? 
Yl!:'S 

VAHIANCE STD.O!iV. 

VAR 1 
VAR 2 
VAH 3 
VAR 4 

40.COOOQ I 408.333QQ I 20.2073Q 
I 2oco.ooooo 12735830.000 I 1654.04QQQ 
IBOOOO.OQQQQ l710500QQQQ: l84291.2QQQQ 
I 16.B38BQ I 284.111QQ I 16.8556Q 

SIMPLE CORHELATIONS? 
YES 

VAR 
VAR 
VAR 
VAR 

CONTINUI!:'? 
YES 

1 
2 
3 
4-

VAR 1 I 

1.00000 
o.ocooo 
0.4794-6 
0.51856 

PARTIAL CORRELATIONS? 
/JO 

VAR 2 I 

0.00000 
1. oooco 
0.78492 
C.76043 

ENTER NAME FOR REGRESSION TITLE: 

VAR 3 I 

0.4-794-6 
0.784-92 
1.00000 
0.99883 
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VAil 4- I 

0.51856 
0.76043 
0.99883 
1.00000 

ENCRYPTION TIME AS FUNCTION OF DIGITS IN EXPONEIJT AND ~UUULUS 
ENTER LIST OF INDEPENDEIJT VARIABLES: 
1 2 3 
ENTER DEPENDENT VARIABLE: 
4-
STEP~ ISE REGRESSION? 
NO 
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l!.NCRYPTIO~ TIME AS FU~CTI~N OF DIGITS IN EiPONENT AND NODULUb 
T = F(E,N ,EN) 

INDEPENDENT VARIABLES: 1 2 3 
DEPE&DENT VARIAbLE: 4 

COEFP STD.ERROR IT•STATISTIC I VARIANCE 

I VARIAjjLE 1 I 

I VAftIAbL6' 2 I 

I VAlrIABLE 3 I 

C.03443 I 

1110.00021 I 

0.00020 I 

C.00282 I 

c.oocos I 

0.00000 I 

12.230CQ I 

.. 4.38000 I 
1a2.1soQQ I 

IDEG OP FREE I SUM OF SQS INEAN SQUARE I 

I REGRESSION I 

I 8RRO!t I 

3.ooooo 113634.60000 I 4544.asooo I 

45.ooooQ I 2.80469 I o.06233 I 

S.E. 0~ ESTIMATE: 
}/-.VALUE: 
MULTIPLE R•SQUARED: 
INTBRCEPT: 

wORk ON RESIDUALS? 
YES 
Plr.IlvT Rt'SI l.lU ALS? 
Yl!.S 

0.24965 
72920.1 
99.98 
"'0. 0 3696 

26.89C0Q I 

s7.&300Q I 

15.2600.Q ! 



*'~~,~~~-,,,~+~~,--~,~~~~,+~,~~~,~~'''~* 

ObSERVEG I ESTIMATl!.1J fr.8SI/JUAL 
*'~~,~~~~~~-,+,~~~~~~~~~~,+~~~·~~~~~,,~+~~~~,,,,~,~~* 

ObBE'hV 1 0.41670 0.4-8510 .., 0. 0 6 840 
ObSEiiV 2 1.00000 1.01830 ..,0.01830 
OBSE'RV 3 1.96670 1.90700 0.05960 
ObSl:!.'RV 4 3.20000 3.15130 C.04870 
ObSE'hV 5 4.75000 4.75100 "'0.00100 
OBSERV 6 6.58330 6.70620 .. 0.12280 
ObSERV 7 9.43330 9.01690 0.41650 
OBSERV 8 0.91670 1.02840 .. 0.11180 
OBSERV 9 2.26670 2.15890 0.10780 
ObSERV10 4.25000 4.04290 0.20710 
OBSERV11 6.88330 6.68050 0.20280 
ObSE'RV12 10.1500.Q. 10.0718.Q. 0.07820 
OBSEHV13 14.2000.Q. 14.2167.Q. .. 0.01670 
Oi:JS1!.'KV14 19.0167.Q. 19.1151.Q. "'0.09850 
OBSltRV15 1.28330 1.57180 ~0.28850 
OBSBRV16 3.31670 3.29940 0.01730 
ObSEHV17 6.30000 6.17870 0.12130 
OBSERV18 10.3833.Q. 10.2098.Q. 0.17350 
ObSBRV19 15.4667.Q. 15.3926.Q. C.07410 
UbSEKV 2 0 21.5333.Q. 21.7271.Q. .. C.19380 
OBSE'HV21 28. 9667.Q. 29.2134.Q. ,.0.24670 
ObSERV22 1.75000 2.11510 .. 0.36510 
OBSERV23 4.40000 4. 439 9 0 ,. 0. 0 39 9 0 
OBSJ!,'HV24 8.51670 8.31460 0.20210 
OBSE'RV25 13.7833.Q. 13.7391.Q. 0.04430 
OBSE'RV26 2G.7833.Q. 20.7134.Q. 0.06990 
ObSERV27 29.1667.Q. 29.2376.Q. .. 0.07100 
ObSERV28 39.0833.Q. 39.3117.Q. .. 0.22830 
ObS6'HV29 2.18330 2.65850 .,0.47520 
OHSERV30 5.53330 5.58050 .. D.G4710 
ObSERV31 10.6500.Q. 10.4504.Q. 0.19960 
OBSEHV32 17.4500.Q. 17.2683.Q. 0.18170 
OBSERV33 26.2500.Q 26.0342.Q 0.21580 
OBSEHV34 36.6667.Q. 36.7481.Q. .. 0.08150 
OBSERV35 49.2333.Q. 49.4100Q .. 0.17660 
OBSERV36 2.60000 3.20190 .. 0.60190 
OBSERV37 6.80000 6.72100 0.07900 
ObS8RV38 12.8500.Q. 12.5863.Q. 0.26370 
OBSEkV39 20.8333.Q. 20.7976.Q. 0.03570 
OBSE'RV40 31.4000.Q. 31. 3551.Q. 0.04-490 
ObSE!iV41 43.9500Q 44.2586.Q. "'0. 3 08 6 0 
OBSERV42 59.1667.Q. 59.5082Q .. 0.34160 
ObSE'liV43 3.13330 3.74-520 .. 0.61190 
ObSl!:'RV44 8.03330 7.86150 0.17180 
ObSERV45 15.1500.Q. 14.7221.Q 0.42790 
ObSERV46 24.7833.Q 24-.3269Q 0.45650 
OBSERV47 36.9333Q 36.6759Q 0.25750 
UbSE'RV48 52.1167.Q. 51.7691.Q. 0.34-760 
OBSE'RV49 69.6167.Q. 69.6065.Q. 0.01020 

*~~~··~~~~~~~+~~~,~~~~•~•~+~~~·~···~·•~+~~~~,.~~~·•~* 

RUh TEST ON RESIDUALS? 
YES 

SUM OF RESIDUALS: 
SUM OF SQUAk&S OF RESIDUALS: 
DURBAN-.WATSON STATISTIC: 

.0.000111282 
2.8168 
1. 185 
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APPENDIX IV 



l 1 J 
[ 2 J 
[ 3 J 
l 4 J 
[ s j 
( 6 J 
[ 7 J 
[ 8 J 
[ 9 J 

VW+U PLUS V;J;K;MAX 

V 

A MULTI,PRErISION ADDITION U AND V VECTORS 
A REF. ALGORITHM A, KNUTH VOL. 2, PG. 231 
MAX+(J+(pU)(1J)fK+(pV)(1J 
U+((MAX,J)p0J,U//V+((NAX,K)p0),V 
K+0//W+t0 
LOOP: W+(10ISUM+U[MAX]+V[MAXJ+R),W 
K+l SUlvJt 1 C 
➔(C<MAX+MAX,1)pLOOP 

W+lTHil1;1 A ,W 

VW+U MINUS V;J;K;N;kT;T;MAX 
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(1] A MULTI-PRECISION SUbTRACTION. U AND V VECTOk~ (U2VJ 
[2] A REF. ALGORITHMS, KNUT& VOL. 2, PG. 232 
[3j MAX+(J+(pU)[1J)fK+(pV)[1J 
[4] U+((MAX,J)p0),U//V+((NAX•K)p0),V 
[5J W+tK+0 
(6] LOOP: W+((10xKT+T<0)+T+U[~AX],V[MAXJ+KJ,W 
( 7 J A+.KT 
[8] ➔(0<MAX+hAX,1)pLOOP 

l9] W+ZThIM W 
V 

VW+U SMULT D;CARRY;T;N;I 
(1J A MULTI,PRECISION DIVISION. UIS VtCTOR, b IS SIN&L6 UIUI 
(2J N+(pU)[1J//W+tO 
[3] I+N//CAHRY+0 
[4] LOOP: T+CARRY+U[I]xD 
[SJ W+(1CIT),W//CARRY+lTt10 
l6J ➔(0<I+I•1)pLOOP 
(7] ;.,,/+CARkY,W 
[8] il+ZTRIM ,.; 

( 1 J 
[ 2 J 
[3J 
(4] 
[ s] 
[ 6 J 
[ 7 J 
[ 8 J 
[ 9 J 
l 1 OJ 
( 11 J 

V 

VW+U MULT V;M;N;I;K;T 

v 

A MULTI•PRECISION MULTI~LICATION. 
A REF. ALGORITHM M. KNUTH VOL. 2, 
Ml: N+(pU)[1J//J+M+(pV)[1J 

W+(M+N)pO 
M3: I +Iv I I K +O 
M4: T+K+W[I+J]+U[I]xV[J] 

~[I+J]+10IT//K+LTt10 
MS: ➔ (O<I+I,1)pM4 

,,l[J]+K 
M6: ➔( 0 <J +J.,. 1) pM 3 
li+ZTlrIM ,✓ 

Vli+U SUIV D;I;N;ftEM 

U Ad iJ V Afr.I!.' V 8C'.l'Oh.i 
f'G. 2 3 3 

[1] A MULTI,PlrECISIO~ DIVISION. UIS VECTOR, iJ IS bINGLt uIGIT 
(2J N+(pU)[1]//W+1C 
[3] I+1//REM+0 
[4J LOOP: REM+U[I]+10xk£M 
[ S J W +W • l RE' M t [; 
[ 6 J 1:rEM+D I REIVJ 
[7J ➔ (N~I+I+1)pLOOP 

(8J W•(ZTRIM W),REM 
V 



L1J 
[ 2 J 

[ 3 J 
Lu J 
[ 5 J 
[ 6 J 
( 7 J 
[ 8 J 
[ g j 

~W+U DIV V;N;J;bIVI/JEND;Q;PRUI.J 
A MULTI~PRgCISION ~UOTIENT (UtV) 
1v•< pu) [ 1 J / /w+-1 o 
J+0f/DIVIDENI.J+-10 
DLOOP: ➔(N<J+-J+1)pDON~ 

DIVIDEND+-DIVIDEND,U[JJ 
➔ (~DIVIDEND LESSTHAN V)p~FIND 
W+ZTRif.1 w,0 
➔DLOOP 

QFIND: Q+-10,SxDIVIDEND LESSTHAN V SMULT 5 
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( 10 J 
[1Li 
[12J 
[ 13 J 
[14] 

~LOOP: ➔ (UIVIDEND LESSTHAN PhOD+V SMULT Q+~,1)pQLOOP 

V 

w +-'ti • Q 
DIVIDEND+-DIVIDEND MINUS PROD 
➔/JLOOP 

/JONE: W+-ZTRIM W 

iREM+-U MOD V;N;J;PROD;Q 
[1] A MULTI,PRECISION REMAINDER (UtV) 
[2] REM+-U 
[3] ➔(U LESSTHAN V)pDONE 
[UJ N+-(pU)[1]/JJ+0J/REM+-1C 
[SJ DLOOP: ➔ (N<J+-J+1)pDONE 
[6] REM+-HEM,U[J] 
[7J -+(REM LESS'.FHAN V)pDLOOP 
[BJ Q+1C,5xREM LESSTHAN V SMULT 5 
[9] QLOOP: ➔ (REM LESSTHAN PHO/J+-V SMULT Q+-Q,1)pQLOOP 
(10J REM+-REM MINUS PROD 
[ 11 J ➔DLOOP 
[12] DONE: REM•ZTRIM REM 

V 

VC+-lVi EXPON E;K;I 
(1J A COMPUTES M TO £,TH POWER 
[2] K+-(pE•DBCONVERT £)(1] 
[3J C+,1//I+1 
[uJ LOOP: C+-C MULT C 
[5] ➔(E[I]=O)pN~XTBIT 
[ 6 J C+-C MU L'l' ivJ 
[7] NEXTbIT: -+(K~I+-I+1)pLOOP 

V 

VC+-ENCRYPT[M;E;N];K;I 
[1J A COMPUTES M TO E•TH POWER, MODULO N 
[2J K+-(pE+-UBCONVERT E)[1] 
[3] C+,1//I+-1 
[4] LOOP: C+-(C MULT C) MOD N 
(SJ ➔(E[I]=0)pNEXTBIT 
[6] C+(C MULT M) MOD N 
[7] NEXTbIT: ➔ (K~I+-I+1)pLOOP 

V 

VBIN+-DbCONVERT DEC;T;N 
[1] A MULTI,PRECISION RADIX CONVERSION (HEF. KNUTH VOL 2, PG. 2d 
[2J N+(pDEC)[l]//EIN+-10//T•DEC 
[3] LOOP: T+-T SDIV 2 
[u] BIN•(~1tT),bIN 
[5] -+(8~+/T•~1+T)pLOOP 

V 



~U1+U3 MULTINV V3;MOD;V1;T1;T3;SGNU1;SGNV1;S&NT1;,;I'k01J 
A CO~PUT~S MULTIPLICATIVE INVEHSE MOO U3 UF V3 
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[ 1 j 
[ 2 J 
[ 3) 
[4j 
l 5 J 
[6] 
[7J 
[ 8) 
[ 9 J 

A ftEP ALGUHIThN X (EXTENuEL EUCLIDEAN) ANUTd VOL. 2, ~G. 
l•10b+U3 
X1: U1+,0J/SGNU1+1//V1+,1//SG~V1+1 
X2: ➔ (A/V3=0)pE'CUMP 

[ 10 J 
[11J 
[ 12 j 
[ 13 J 
[14] 
(15J 
(16J 
[17) 
[18J 
[19J 
( 2 0 J 
[ 21 J 
(22] 
( 2 3 J 
[24] 
[25] 
( 2 6 J 

V 

X 3 : C,i +U 3 lJ IV V 3 
T3+U3 MINUS V3 MULT ~ 

U3+V3 
V3+T3 
PHOD+V1 Ml'LT ~ 

➔(SGNV1~SGNU1)pUIFFSGN 
➔(Ul LESSTHAN PHOD)pUSMALL 
SGNT1+SlilvU1 
T1+U1 MINUS PHOD 
➔S1-IM! 

USMALL: SGNT1+~1xSGNU1 
'.I'l+P}({JD MINUS U1 
➔SwAP 

DIFFSGN: SGNT1+SGNU1 
T1+U1 PLUS PHOU 
SWAP: U1+V1//SGNU1+SGNV1 
V1+T1//SGNV1+SGNT1 
➔X2 

A U1 IS VALUE OF INVERSE. 
ECOMP: ➔ (1=SGNU1)p0 
U1+MOD MINUS U1 

vF+U GCD V ;R 

NORMALIZI!.' 

(1) A MODERN EUCLIDEAN ALGOHITh~ FOH GClJ 
[2J A MULTI,PRECISIO~ ftEF. KNUTH VOL. 2, PG. 296 (ALGUAITlih A) 
(3j LOOP: ➔(A/O=V)plJQivE 
[ 4 J R+U 1~10 D V 
[ 5 J U +V 
[6] V+R 
[ 7 J ➔LOOP 
[8] iJONE: F+U 

v 

V~ULTP+A JACObI b;EXP;H 
[1] A COMPUTES JACObI SYMbOL J(A 9 b) 
( 2 j 1'1ULTP+1 
[3J TEST: ➔ (A ~~UALTO ,1)p0 
(4J ➔ (0~21~1tA)p0iJD 
[5] EXP+~1+((b MULT b) MINUS ,1) SDIV 8 
[6] A+.1+A SDIV 2 
[ 7 J ➔MU L.TCOMP 
[8] ODD: EXP+~1+((A MINUS ,1) MULT b fuI&US ,1) SOIV 4 

[ 9 J R+A 
[ 1 CJ A +b ivJO D A 
( 11 J b+R 
[12) MULTCU!,JJ?: MULTP+MUL'I'Px(~1 1)[1+0:;;21 .. ltEXi-'J 
(13J ➔TtST 

v 

V 'l.,+iJI SP LAi LV 

[1J Z+ 1 C121456789 1 [1+N] 
V 
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VNVEC•TNCONVERT TEAT;AliET;POSN 

[1J AbET•' AbCDE~GilIJKLMNOP~RSTUVdXtZ0123U56789.,:;?(J•+,*f=•<>s2 1 

[2] NV8C+tC 
[3] LOOP: POSN•~1+ABETt1tTEXT 
[4] NVEC•LVVEC,(LPOSIH·10),10IPOSN 
[5J ➔(0•pTEXT•1+TEXT)pLOOP 

( 1 J 
[ 2 J 
( 3 J 
l• 4. ' .. J 
[ 5 J 
( 6 J 

v 

I/TE XT•NTCOLV V EHT LIJ V EC; Ab ET; I lV DX 

V 

ABET•' ABCDEFGHIJKLMNOPQRSTUV~XiZ01234567B9.,:;?()~+,*f=•<>S2' 
TEXT•t0 
NV 8C+ ( ( 0 - 2 I ( p NV EC) ( 1 J) p O) , /1/ V EC 
LOOP: INDX•1++/(10 1)x2tNVEC 
TEXT•TEXT,AbET[INDX] 
➔ (0•pNVEC•2+NVEC)pLOOP 

VZ•ZTRIM i/1!.'C 
[1J A THIM LEAUI/1/G ZEROES OFF mULTI,PRECISION VECTOR 
(2J Z•VBC 
[3] LOOP: ➔((0-1tZ)v1=pZ)p0 
(4] Z•1+Z 
( 5 J ➔LOOP 

v 

V'I'IMEIN 

V 

VTilVJEOUT 
[1j ,'ELAPSED TIME= 1 ,((+/(3600 60 1)x(uTimE,tict~J[4 5 6J)t60J,' f 

(1] 
( 2] 
[ 3 J 
[4] 
( 5 j 
[6] 
[ 7 j 
[ 8 J 
[ 9 j 
[10] 
[11] 
[12] 
[ 13 J 
[14] 
[ 15 J 
[16] 

V 

V .7'MAT RIX +T IME'Tl!.ST MDI GIT S; ND ;8D ;M ;E' ;lV; T Ilv.1E; fr 
TIN.FEIN 

V 

A THIS FUNCTION TESTS THE TIME NEEDED FOH EXPONENTIATION 
TMATRIX•t0//ED+10 
l".J+MDIGITSp 5 
ELOOP: E+EDp5//ND+1C 
!JLOOP: N+N Dp 5 
TIME+UTIME 
R•8IVCRYPT[M;E;N] 
T iv.i. AT RIX +TM AT RIX , ( ( + / ( 3 6 C 0 
l!J+ I * I 

➔(70~ND+ND+10)pNLOOP 
I 1 

➔ (70~ED•ED+10)pELOOP 
TMATRIX•10 1CpTMATRIX 
UCRLF,'TIME TEST DONE' ,QCRLF 
TIMEOUT 
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VZ+PHIME P;TP;J;E;F;PM1;I 

( 1 J 
[2J 

A TtSTS P FOk PRIMALITY USING SOLVAY,STkASSE~ ALGOkITdN 
Z+Of/I•1//Ph1+P MINUS ,1 

[ 3 j 
[4J 
[ 5 J 
[ 6 J 
[ 7 J 
( 8 J 
( 9 J 
(10J 
[11] 
[12J 
[13] 
[14] 
(15] 

V 

l(+,.1+PM1 SDIV 2 
LOOP: TP+.1+?1+PN1 
➔(A/TP=0)pLOOP 
➔ (~( ,1) EQUALTO ,TP GC'D P)pC 
J+TP JACObI P 
F+ENCkYPT[TP;E;PJ 
A 1 TP= ',TP, 1 J= 1 ,J, 1 If= 
➔(J=,.l)pMOUCdECK 

➔(F EQUALTO ,l)pNEXTTEST 

MOUC'dECK: ➔ (~F EQUALTO PM1)p0 
NEXTTEST: +(25~I•I+1)pLOOP 
Z+1 

VZ+PkIMEC'HK P;F;PM1 
[1] A T~STS P FOR PRIMALITi USING FERmAT'b Tli~OREM 
[2J A REFERENCE KNUTli VOL. 2, PG. 347 
[3J Z+Of/PM1+P MINUS ,1 
l4J F+ENCHYPT[,2;PM1;P] 
(5J +(~F E~UALTO ,1)p0 
[bj Z+l 

[ 1 j 
[ 2 j 
[ 3 J 
l 4 J 
[ 5 J 
( 6 J 
[ 7 J 
[ 8 j 

L 9 J 
[10] 

V 

VP+PRIMEGEN NLIGITS;I;HEAD;TAIL 

V 

A GENERATES RANDOM PHIME OF N DIGITS (N~2) 
I +-0 
TIM.f:!..'IN 
PGEN: HEAD+?9//TAIL+(1 3 5 7 9)[?5] 
P+HEAD,(.1+?(NOIGITS,2)p10),TAIL 
I•I+1 
+(~PhI~EChA P)pPGEN 
I I 

' lV O • T 6' ST I:!.' D = 
:tI/vlEOUT 

I -.... 


	Table of Contents
	Abstract
	Part I. EFT Systems and Public-Key Cryptosystems
	Operation
	Privacy
	Signatures

	Part II. The Data Encryption Algorithm
	Operation
	Key Generation
	Security
	Implementation
	Timing Tests
	Conclusions

	References
	Appendices
	I. Console session
	II. Encryption time raw data and plots
	III. Encryption time regressions
	IV. Encryption source code




